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THE EMERGENCE OF A

GLOBAL INFRASTRUCTURE
FOR MASS REGISTRATION
AND SURVEILLANCE

“Eternal vigilance is the price of liberty.”

- Wendell Phillips, 1852

THE ROAD WE ARE HEADING DOWN

n September 11, 2001 a number of per-
sons supported by networks inside and
outside of the United States executed

one of the largest attacks ever made against
civilians on American soil.

The Bush Administration responded quickly
by propelling the US4 PATRIOT ACT and
other legislation through Congress that it
said would fight terrorism, and by demand-
ing that other countries follow the template
provided by these pieces of legislation.
Much of the Bush Administration’s agenda
was backed by U.N. Security Council
Resolution 1373, under which member states
failing to comply risked Security Council
sanctions. But the agenda was also backed by
the economic, political and military might of
the United States. Under this pressure, and
often for their own opportunistic reasons,
many governments in the North and South,
East and West have followed suit with a
growing web of anti-terrorism laws and
measures.

The result has been an emerging trend toward
the harmonization and integration of security
functions on a global scale. In democratic
countries, this has led to a rollback of rights,
freedoms, and civil liberties that have been
won by centuries of popular struggle. In unde-
mocratic countries, repressive regimes have
been enabled and strengthened, and develop-
ment assistance has been diverted to bolster
security apparatuses. Internationally, the post-
World War II order — which enshrines the uni-
versal, inalienable human rights of all individ-
uals — has been seriously eroded.

Governments have been telling us that we must be
willing to sacrifice some of our freedoms for
greater security. Authorities say they need extraor-
dinary powers to protect us from terrorists, and that
we should be willing to put up with some incon-
venience and invasion of privacy. Those who have
nothing to hide, we are told, have nothing to fear.

But in this new world where individuals are
expected to hide little from governments,
governments are hiding a lot. And, there is a
lot to be feared.
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Myth #1 We are merely being asked
to sacrifice some of our privacy and
convenience for greater security.

Under the radar screen of the public, a global
registration and surveillance infrastructure is
quietly being constructed. It consists of numer-
ous initiatives, most of which have been agreed
to by governments without any democratic
debate through international forums, treaties and
arrangements. Many of these initiatives are now
being implemented or are about to be imple-
mented. Some are still in the research or propos-
al stage. Most of them require governments to
override or ignore existing domestic and inter-
national legal obligations.

Although some of these initiatives have been
reported in the press, it is difficult to grasp their
significance by looking at each one in isolation,
as they are often presented by the media.
Viewed together, it can be seen that these initia-
tives aim to ensure that almost everyone on the
planet is “registered”, that all travel is tracked
globally, that all electronic communications and
transactions can be easily watched, and that all
the information collected about individuals in
public or private-sector databases is stored,
linked, and made available to state agents.

Governments are not just collecting individu-
als’ personal information and checking it
against information about known terrorists, or
those suspected of terrorism on “reasonable
grounds”. They are using it to assess “risk lev-
els” for all of us, and sharing it with foreign
agencies, with little or no control over how
those agencies will use the information.

The object of the infrastructure that is being
constructed is not ordinary police or intelli-
gence work but, rather, mass surveillance of
entire populations. In this infrastructure,
everyone will be treated as a suspect, and
state agents will maintain data profiles on all
of us.

A major paradigm shift is occurring.
Governments are no longer focussed on law
enforcement and intelligence-gathering about
specific risks. They have embarked on a much
more ambitious and dangerous enterprise: the
elimination of risk. In a “risk assessment” sys-
tem, many of the ordinary legal protections that
are fundamental to democratic societies — due
process, the presumption of innocence, rights
against unreasonable search and seizure and
the interception of personal communications,
and rights against arbitrary detention and pun-
ishment — go out the window. For the risk
screeners, guilt or innocence is beside the
point. What matters is the avoidance of risk
from the point of view of the state, “separating
the risky from the safe on the basis of the best
information available from all sources...”." In
this exercise, however, the “best information”
need not be complete or even accurate: it need
only be available.

In a risk avoidance model, the information
appetite of states is infinitely expandable,’ as
they increasingly orient themselves to the
future and concern themselves with the predic-
tive power of the information gathered.’

There are, of course, historical antecedents of
this kind of system — the witch hunts of the
McCarthy era, the registration of the Jews in
Nazi Germany, the secret files of the Stasi. But
the system that is currently being constructed is
unlike anything that has come before, for two
reasons. First, its technological capacity dwarfs
any previous system and makes Orwell’s book
Nineteen Eighty-Four look quaint. Second, its
global reach ensures that one has to worry, not
just about what one’s own state might do with
one’s personal information, but about what any
other state might do.

Indeed, it is now evident and documented that
the United States and other countries are act-
ing aggressively on information, seizing and
detaining people without reasonable
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grounds, and “rendering” them to third coun-
tries or extraterritorial camps run by the
U.S., where they face torture during interro-
gation and indefinite detention. Alongside the
global system for mass registration and sur-
veillance is emerging what some commenta-
tors are calling a “global gulag”,” in which
unknown numbers of people are languishing.
What is at stake in this new world order is
more than mere privacy, or even democratic
processes, legal systems, and civil liberties.
Basic human rights are in jeopardy.

Governments promote mass surveillance initia-
tives as technical solutions to the problem of
terrorism, and it may be that governments
believe that these initiatives will do something
to prevent terrorism. Certainly, governments
believe that they must be seen to being doing
something. But the questions we all should be
asking our governments are these: is general
and pervasive surveillance an effective
response to terrorism? Is it proportionate to the
real risk posed by terrorists? Will it destroy the
very democratic societies it is supposed to be
protecting and entrench the kind of corrupt,
oppressive regimes that breed fanatical opposi-
tion and terrorism?

Are governments, in fact, also being oppor-
tunistic? Are they using the excuse of fighting
terrorism to embrace initiatives that have con-
sistently been defeated in democratic and legal
processes, for purposes other than anti-terror-
ism, that is, in order to suppress dissent,
enforce their hegemonic interests, keep out
immigrants and refugees, increase ordinary law
enforcement powers, and generally enhance
the control they have over their populations?

What are the economic drivers in these initia-
tives? Are governments trading away their sov-
ereignty and the real security of their citizens to
appease the United States for economic rea-
sons? Are there corporate interests in deep inte-
gration with the U.S.? Are there corporate

interests in a global system of mass registration
and surveillance?

Why are governments leading us headlong
down this road?

What follows is an attempt to answer these
important questions and to flag the “signposts”
on the road governments are leading us down
that show just how far down the road we have
traveled and the dangers that lie ahead for all of
us if we fail to make governments turn back.
Ten of these signposts will be examined in
detail. They can be summarized as follows:

* The first signpost was the effort of the United
States to ethnically profile Muslim, or potential-
ly Muslim, immigrants and visitors, and to reg-
ister and/or detain them under immigration laws
and programs called NSEERS and US-VISIT.

* The second signpost was the move on the part
of the U.S. and its allies to do through interna-
tional channels what most of them could not do
through their own democratic systems — to
expand registration to their own populations and
create what is, in effect, a global identification
system. This was accomplished by requesting the
International Civil Aviation Organization
(ICAO) to introduce a “biometric” passport that
would be imposed universally.

* The third signpost was the creation, by similar
means, of a global infrastructure for the surveil-
lance of movement — using the biometric pass-
port and airlines’ passenger name records. Under
this system, information about where individuals
fly, and how often, will be tracked, stored, and
shared between countries, and used to control the
movement of people across borders.

» The fourth signpost was the creation of an
infrastructure for the global surveillance of
electronic communications and financial trans-
actions. Through this infrastructure, state
agents from our own and other countries will
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have cost-free, direct access to individuals’ e-
mails, phone calls, and website browsing, and
financial institutions will monitor transactions
and report on them to state authorities.

* The fifth signpost is a development that feeds
into all of the others — the radical convergence
of government and private-sector databases,
nationally and internationally. This is taking
place under new laws, but businesses are also
voluntarily surrendering databases to govern-
ment agencies, and the U.S. government is pur-
chasing databases, domestically and abroad.
The result is the creation of a global web of
databases that will be used by the U.S. and
other countries (in conjunction with the infra-
structures for the global surveillance of move-
ment and of electronic and financial transac-
tions) to generate detailed information dossiers
on everyone.

* The sixth signpost is the growing number of
mistakes and abuses that demonstrate the dan-
gerous flaws inherent in the “risk assessment”
paradigm that is driving the collection, storage
and linkage of so much information.

* The seventh signpost is the deep integration
of countries’ police, security intelligence and
military operations with American operations
that governments around the world are acqui-
escing to, and their concomitant abandonment
of national sovereignty and control.

* The eighth signpost is the huge profits being
made by corporations in the new global mass
registration and surveillance order, and the emer-
gence of a new “corporate security complex”.

* The ninth signpost is what is happening to
democratic societies — in terms of the erosion
of democratic processes , centuries-old protec-
tions in criminal law, freedom of speech and
association, and the rule of law itself as gov-

ernments pursue the agenda for global, mass
registration and surveillance.

* The tenth signpost, and perhaps the most
ominous of all, is the collective loss of moral
compass societies are exhibiting as they
begin to accept inhumane and extraordinary
practices of social control. Countries that
hold themselves out as defenders of human
rights are engaging directly in extra-legal
rendition, torture and extra-judicial killing —
as well as contracting out these services to
brutal regimes which are being rewarded for
their contributions.

The attacks of September 11, 2001 in the
United States and a subsequent attack in
Madrid, Spain on March 11, 2004, made peo-
ple everywhere realize that terrorism can hap-
pen in any country, and that technologically it
has the potential to inflict harm on large num-
bers of people. The attacks were reportedly
carried out by Muslims extremists who had
gained legal entry to the country of their target,
were technologically sophisticated, and had
financial backing from sources inside and out-
side the country. These are facts that must be
grappled with and addressed. However, the
conclusion that must be drawn from a careful
examination of the facts described in this report
is that the initiatives that governments have
embarked on do not create real security: they
provide only the illusion of security. Steps that
could be taken to effectively address terrorism
— such as investing in on-the-ground human
intelligence instead of technological surveil-
lance, building bridges with Muslim communi-
ties, and helping to eradicate the poverty and
oppression that are often the root causes of ter-
rorism — are being given low priority by gov-
ernments as they pursue their agenda of a glob-
al system for mass registration and surveil-
lance. At the same time, the checks and bal-
ances that are essential to safeguarding person-
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al liberty and security are being stripped away.
The net result is that we are now less safe, not
more.

It's time to tell our governments what we
think - and to demand that they turn back
from the dangerous road they are leading us
down, before it’s too late.

FIRST SIGNPOST: THE REGISTRATION
OF POPULATIONS

In 1930s Germany, the Holocaust began with the
simple registration of people of Jewish descent.
First, they were registered, and then the state
began an incremental stripping-away of their
civil rights. In the countries invaded by the
Nazis, the death rate of Jews was directly related
to the census information available. In Norway,
which had a population register, 50 percent of
Jews were killed — compared with only 15 per-
cent in Denmark and 0.5 percent in Finland.’

A full analogy does not need to be drawn to
current circumstances to make the point that
the registration of populations by ethnic origin,
race, religion, political belief, or similar per-
sonal characteristics — while used for benign
purposes in some countries — can also be a dan-
gerous thing, easily abused by those in power.

One needs only to recall the internment of
Japanese citizens that took place in North
America during the 2™ World War, the 1994
genocide that took place in Rwanda,® and the
Pass Laws of apartheid South Africa to know
this is true. Registration is the tool by which
those in power can easily single out and tar-
get certain kinds of people - not for what they
have done, but for who they are.

1. Mass Detentions of Muslim
Immigrants and Registration
through NSEERS

One of the first actions of the U.S. government after
September 11, 2001 was to ethnically profile and

detain hundreds of Muslim non-citizens. These
people were denied their legal rights to counsel,
habeas corpus, speedy charges, and freedom from
inhumane treatment and arbitrary detention.’

The U.S. government then went on to system-
atically register and create dossiers on nearly
every male over the age of 16 with origins in a
list of designated (mostly Muslim) countries,
visiting the United States or traveling to or
through the country.* This was done under a
program called the National Security Entry-
Exit Registration System (NSEERS). Many
stories of harassment, insult, and rough treat-
ment were told by the over 80,000 people’ reg-
istered. Muslims and people with origins in
Muslim countries felt unjustly targeted, and
responded with outrage and fear.

NSEERS resulted in more than 13,000 people
being put into deportation hearings.”
Thousands more left the country in fear, deci-
mating communities."

2. US-VISIT and the E.U. Visa
Information System

a) Biometric Visas

Under the recently inaugurated US-VISIT pro-
gram, the registration that occurred through
NSEERS is being expanded to most visitors to
the U.S.” People applying for a visa for travel
to the U.S. will now be registered by having
their photographs and fingerprints taken at
“virtual borders” outside the country, and citi-
zens of visa waiver countries will be pho-
tographed and fingerprinted on entry. Photo
and fingerprint data will be stored in a central
U.S. database and inside a computer chip in
each visitor’s visa.” The technology being used
to do this is known as “biometrics”. It encodes
the physical characteristics of a person — such
as facial dimensions, fingerprints, iris patterns
or voice patterns — into a computer chip or
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database, so that the identity of the person car-
rying the chip can be verified against the infor-
mation in the chip and/or database.

A similar program in the E.U. called the Visa
Information System is being developed follow-
ing a Decision of June 2004. It will capture and
store all of the information, including biomet-
ric data, from visa applications to the 25 E.U.
member states — about 15 million per year."

b) Linkage of Biometric Information to a
Global Web of Databases

The plan in the US-VISIT program, however,
is not merely to verify that the person carrying
a visa is who he says he is, or even to check his
photographs and fingerprints against those of
known terrorists or of persons suspected of ter-
rorism on “reasonable grounds”. (At best, say
analysts, the U.S. may have a few dozen pho-
tographs of suspected terrorists; it has no data-
base of their fingerprints or any other biomet-
ric identifier.”)

The plan is to create information dossiers on all
persons entering the United States, to store these
dossiers for 100 years, and to link individuals’
biometric data to a web of databases, encom-
passing over 20 U.S. federal government data-
bases as well as U.S. commercial databases.”
Moreover, there is evidence that U.S. VISIT will
eventually be linked to other programs — so that
the web of databases dossiers are compiled from
could be even wider, and have a global reach. A
Federal Register Notice published by the
Transportation Security Administration’s (TSA)
on August 1, 2003, for example, stated that the
TSA anticipated linking the US VISIT program
with a program discussed later in this report,
CAPPS II, when both programs became “fully
operational”.* CAPPS 1II, was a a passenger
screening system that envisioned linking a virtu-
ally unlimited number of public and private sec-
tor databases together. It has since been replaced
by a slightly modified program, Secure Flight,

but the aim of the program remains the same:
linkage of as many databases as possible. And
Secure Flight will be accessing the databases of
large data aggregating companies, many of
which buy information on citizens in countries
outside of the U.S. (see p. )

Potentially, the data accessed by the U.S.
under US-VISIT and other programs
described in this report could include infor-
mation about individuals’ medical histories,
social benefits, driving records, immigration
status, passport applications, criminal
records, security intelligence files, census
responses, tax returns, employment histo-
ries, address histories, banking records,
credit card purchases, medical prescriptions,
air travel patterns, e-mails, e-mail corre-
spondents, Internet use, on-line purchases
and Internet music selections, cell phone
calls, Internet phone calls, and library, book-
store and video selections.

Insiders are calling the database that is being
built by the U.S. the “black box”, as no one
knows exactly what it will eventually contain,”
only that it will be as comprehensive as possible.

Of course, some convergence of databases
was taking place before September 11, 2001,
but since that date there has been a radical
acceleration of this trend. In the post 9/11
world, the public can no longer rely on the
existence of “firewalls” between databases
that to some extent protected privacy until
recently. Where once, one could be relatively
confident that no business or government
agency could know everything about one,
now, this is no longer true.

c) U.S. Acquisition of Domestic and
Foreign Databases

One development that would shock many peo-
ple is the aggressive acquisition by the U.S.
government databases domestically and
abroad since 2001.
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Some of this access has been obtained under
the USA PATRIOT ACT, which gives the
Federal Bureau of Investigation (F.B.1.) a pro-
cedure to access any business records held by
American-based companies and their sub-
sidiaries, whether the data pertains to American
residents or to residents of other countries.”
These records could include the masses of per-
sonal information held by credit card companies,
computer and Internet companies, bookstore and
video companies, and others. It could include
employment information about the people who
work for these companies. And, as governments
outside the U.S. contract out more of their serv-
ices to U.S. companies and their subsidiaries, it
could also include public-sector information on
citizens in countries outside the U.S.

In Canada, for example, the federal govern-
ment has entertained a bid to conduct the 2006
national census from a group of companies
led by Lockheed Martin Canada (a unit of the
U.S.-based Lockheed Martin Corporation).”
The provincial government of British
Columbia has contracted out the operation of
its Medical Services Plan and Pharmacare to
Maximus B.C., which is owned by the
Canadian subsidiary of the U.S.-based com-
pany, Maximus.? A number of B.C. Hydro
services (such as customer relationship man-
agement, human resources, financial procure-
ment services and information technology)
are handled by a Canadian subsidiary of
Accenture, a Bermudian company with its
main office in the U.S.* Under the USA
PATRIOT ACT, the FBI need only ask for
seizure of the business records of these com-
panies in order to obtain them. The special
court set up under the Foreign Intelligence
Surveillance Act which hears its requests has
never turned down a government request in
more than 14,000 applications.”* When seizure
is granted, a gag order is placed on the busi-
ness involved, preventing them from telling
anyone about it.

Access to private-sector information has also
been obtained by the U.S. under the Enhanced
Border Security and Visa Entry Reform Act of
2002. Pursuant to this Act, the U.S. has
demanded that all airlines travelling to or
through the U.S. provide U.S. authorities with
access to their passenger databases (see Third
Signpost, p. 12).

In addition to statutory access, U.S. govern-
ment agencies are voluntarily being given
access to individuals' personal information by
the private sector. Many U.S. companies, insti-
tutions, and organizations have shown them-
selves willing to simply hand over information
about their customers and members when
asked by the F.B.I. and other agencies. Some
believe it is the patriotic thing to do; others
may be afraid, or eager to please the govern-
ment. Examples include the following.

* In 2001, 195 U.S. universities and colleges
voluntarily turned over personal information
about their students to government agencies —
172 of them did not wait for a subpoena.>

* In 2001, 64 percent of U.S. travel and trans-
portation companies voluntarily turned over infor-
mation about their customers and employees.*

* In 2002 the American Professional
Association of Diving Instructors voluntarily
gave the F.B.I. a disk with the personal infor-
mation of about 2 million people.”

* Under a program called InfraGuard, more
than 10,000 private companies in the U.S. vol-
untarily exchange information with the govern-
ment,* checking out security alerts and moni-
toring the computer activity of customers and
employees.”

* The airline JetBlue voluntarily gave the
Transportation Security Administration over
five million passenger itineraries, which
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were then given to the Pentagon and com-
bined with data profiles on each passenger
obtained from Axciom, a large data aggrega-
tor company.*

* Northwest Airlines denied sharing passenger
records with the government when the JetBlue
story broke, but later it was discovered that it
had voluntarily given millions of passenger
records to the National Aeronautics and Space
Administration (NASA).»

* In April 2004, American Airlines admitted to
sharing 1.2 million records with the
Transportation Security Administration and
four research companies that were bidding for
a government data mining contract.”

* In May 2004, the biggest airline companies in
the U.S. — including American, United, and
Northwest — admitted to voluntarily handing
over millions of passenger records to the F.B.I.
after the 9/11 attacks.”

All of the above incidents occurred without the
consent of the individuals whose records were
involved and, for the most part, in contraven-
tion of the privacy policies of the organizations
providing the information.

Alarmingly, the U.S. government has also been
buying personal data on Americans and the citi-
zens of other countries from commercial data
aggregators. Inside the U.S., companies like
DoubleClick boast that their data includes infor-
mation from over 1,500 companies, adding up to
information on 90 million households and
records of 4.4 billion transactions.* Outside the
U.S., the company ChoicePoint Inc. has collect-
ed information on hundreds of millions of resi-
dents in Latin America, without their consent or
knowledge, and sold them to U.S. government
officials in three dozen agencies. In Mexico,
ChoicePoint has bought the driving records of
six million Mexico City residents and the coun-

try’s entire voter registry and sold them to the
U.S. government. In Colombia, ChoicePoint has
bought the country’s entire citizen ID database,
including each resident’s date and place of birth,
passport and national ID number, parentage, and
physical description. It has bought personal data
from Venezuela, Costa Rica, Guatemala,
Honduras, El Salvador, Nicaragua, * and
Argentina as well. The company will not reveal
who sells the information to it, but privacy
experts say that government data is often sold
clandestinely to companies like ChoicePoint by
government employees.*

d) The Template for the Global System of
Mass Registration and Surveillance

In many ways, an examination of the US-VISIT
program and the data acquisition that the U.S.
has embarked on reveal the template for the
project of global, mass surveillance. Driven
and designed largely by the U.S., the project’s
goal is to link individuals’ biometric data with
a web of databases, so that information
dossiers can be compiled for each individual
and they can be screened for “risk”.

In this “brave new world”,” the U.S. and
other governments’ goal is to compile infor-
mation dossiers on as many people as possi-
ble and to create an information infrastruc-
ture that is not merely domestic in scope,
but has a global reach.

SECOND SIGNPOST: THE CREATION
OF AGLOBAL REGISTRATION SYSTEM

1. Biometric Passports

The global introduction of a biometric passport
is one way to achieve nearly universal registra-
tion of everyone on the planet, so that individ-
uals can be easily identified, surveilled and
assessed for risk.

In recent years, many countries in Asia have
started or intensified efforts to implement bio-
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metric national ID cards, notably, India, China,
Hong Kong, Bhutan, Malaysia, South Korea,
Thailand, the Philippines, Indonesia, and
Vietnam.* In the western hemisphere, Mexico
is planning to introduce a national ID card, and
Chile and Peru already have them. But in most
democracies to date, the idea of a national
identity card has been anathema — associated
with police states, and politically unsellable
because of the effect it would have on civil lib-
erties. Although some democracies have
national identification cards, in most of these
systems, the kind of information linked to the
card is limited, and access is restricted to
domestic officials for specific purposes.”

An internationally-mandated biometric pass-
port is a politically palatable way of imposing
a de facto identity document on citizens in all
countries, and of making the information
linked to such a document globally available.

a) “Policy Laundering” - Referral to ICAO

Like many other global surveillance initiatives,
biometric passports have been the subject of
discussion among states for some time. The
International Civil Aviation Organization
(ICAO), the organization that governs interna-
tional civil aviation, has been researching bio-
metric passports since 1995, but national and
regional laws protecting privacy and civil lib-
erties were barriers to the adoption of most
models for their deployment until recently. The
U.S. led “war on terror” breathed new life into
these efforts.

The USA PATRIOT ACT, passed in 2001,
required the U.S. President to certify a biomet-
ric standard for identifying foreigners entering
the U.S. within two years. The U.S. Enhanced
Border Security and Visa Entry Reform Act of
2002 required all countries wishing to retain
their visa waiver status with the U.S. to imple-
ment the technology necessary to meet the
standard by October 2004“ and designated

ICAO as the standard-setter. Handing the mat-
ter over to ICAO ensured that the organization
would finally produce biometric passport spec-
ifications and that all countries, including the
United Staes itself, would ultimately be obli-
gated to adopt a biometric passport.

With the prospect of “international standards”
being imposed on them by the U.S and ICAO
to relieve them of political responsibility, gov-
ernments likely felt more free to dispense with
their earlier concerns about biometric passport.
In May 2003, the G8 countries (Canada, the
UK., France, Japan, Italy, Russia, Germany
and the U.S.) jumped on the biometric band-
wagon, entering into an agreement to imple-
ment a biometric passport system.*

The loose standards that ICAO subsequently
set for biometric passports are giving govern-
ments leeway to adopt just about any model of
deployment they choose.

b) The Model: Carte Blanche

At its spring 2004 meeting in Cairo, ICAO
adopted globally interoperable and machine-
readable specifications for biometric passports
with facial recognition as the mandatory bio-
metric standard, and fingerprints and iris scans
as optional additional standards.

The ICAO specifications only require coun-
tries to implement systems which can verify
the identity of passport-holders against the bio-
metric information stored in the computer chip
in their passports, and which can check that
information against the biometric information
of other individuals (on a terrorist suspect list,
for example).

Critically, however, ICAO has given states full
discretion to use biometric passports for other
purposes.” Under the ICAO standards, states
will have free rein to create central databases of
all travellers’ biometric information, to store
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information other than biometrics on chips, to
use biometric passports as “keys” to multiple
state and private databases, and to use biomet-
ric passports for purposes other than anti-terror-
ism. If the US-VISIT program for biometric
visas is anything to go by, the U.S. will be stor-
ing biometric passport information and linking it
with every available database around the world
to create dossiers on all travellers. In Europe,
there is already talk of creating a central data-
base of travellers’ fingerprints and other person-
al information, even though this would likely
violate E.U. data protection laws.*

c) RFID Chips

The leeway states have to store, link, and use
biometric passport data for purposes than anti-
terrorism is not the only reason to be concerned
about biometric passports. ICAO has also
adopted a standard which requires biometric
information to be stored in “contact-less inte-
grated circuits”, a technology similar to RFID
chips.# RFID chips, or radio frequency identi-
fication chips, are tiny computer chips with
miniature antennae that can be put into physi-
cal objects. When an RFID reader emits a sig-
nal, nearby RFID chips transmit their stored
data to the reader. “Passive” chips do not con-
tain batteries and can be read from a distance
varying from 2.5 cm to six to nine metres.
“Active” or self-powered chips can be read
from a much greater distance.

Like RFID chips, contact-less chips allow for
identification at a distance, though at the present
time, the ICAO standard only calls for identifi-
cation within 10 cm . Anyone with a reader
could, secretly if they wished, read the chip
through a wallet, pocket or backpack. So, not
only will the customs officials of one’s own
country have access to the information in one’s
identity document, but retail companies, identity
thieves, and the agents of other governments will
have access too. Contact-less integrated chips are

also capable of being “written into” and could
hold anonymous “security clearance” types of
information inserted by government agencies.

If we are required to carry identity documents
at all times, which may be the case if biometric
identity checkpoints are expanded from foreign
air travel to domestic air travel and other forms
of transportation, we will be extremely vulner-
able to the surreptitious reading of our identi-
ties. In the future, government agents could use
this kind of technology to sweep the identities
of everyone at, say, a political meeting, protest
march, or Islamic prayer service, or even to set
up a network of automated readers on side-
walks and roads in order to track the locations
of individuals.

d) Biometric Passports and the

Democratic Deficit

The way in which biometric passports are
being introduced around the world, is a
prime example of how governments have
been acting in stealth, outside democratic
processes, to build a global surveillance
infrastructure.

In Canada, a proposal for a biometric national
ID card was floated in fall 2002 and soundly
rejected in a Parliamentary committee” and the
forum of public opinion by the fall of 2003.«
The proposal was officially dropped. However,
after government restructuring in 2004, the
committee examining the idea was relieved of
its duties before its final report could be
released, and the deployment of a biometric
passport (starting in 2005) was announced.”
These developments came as a complete sur-
prise to most of the institutions and organiza-
tions engaged in the earlier debate about a bio-
metric identity document. They had not heard
about Canada’s agreement at the G8 summit to
implement a biometric passport system and
there had been no public debate before that
undertaking had been made. When the plan was
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announced, the government claimed it had no
choice in the matter; that if Canadians wished to
participate in global travel, they would have to
go along with the measure.*

In the U.S., where it is unlikely that a national
ID card would ever be accepted by the public,
there was huge resistance to the idea of turning
drivers’ licenses into a kind of national ID card
which would link numerous state and federal
databases.Yet the federal government has man-
dated a biometric passport for Americans
through international fora without many of
them even being aware of it.”

In the U.K., there was hot debate over a propos-
al to introduce a national ID card. Under criti-
cism, the idea was put on the shelf by the gov-
ernment in October 2003,* But, the U.K govern-
ment had already agreed in May 2003 to develop
a biometric passport system with other G8 coun-
tries.” Then, in December 2004 the E.U.
announced that mandatory biometric passports
would be introduced with facial scans required
from 2006 and fingerprints required from 2007.

The U.K. government then introduced an /D
Cards bill proposing the same biometric data
be included in a new national identity card
issued to everyone renewing their passport and
to all immigrants and refugees. Under the bill,
cards will become mandatory once three quar-
ters of the population have them. A new nation-
al population database is being developed as
well. The ID Card Bill was passed by House of
Commons on February 10, 2005, with 224
votes in favour and 64 against. More MPs
abstained than voted.” At the time of writing, it
is being considered by the House of Lords.

e) Flawed Technology and Assumptions

By the time biometric passports are fully
implemented, they could be carried by well
over one billion people.”

While biometrics are being touted as the only
way to ensure secure identity documents, bio-
metric technology is known to be seriously
flawed. Facial recognition, in particular, has a
high rate of false negatives (where the technol-
ogy fails to recognize individuals) and false
positives (where the technology matches an
individual to someone else, incorrectly). U.S.
government tests have shown that even when
the identity of a document holder is being com-
pared only to the biometric information con-
tained in the document (a “one to one” com-
parison as opposed to a “one to many” com-
parison) using recent photographs, there is a
rate of five percent false negatives and one per-
cent false positives. The reliability rates quick-
ly deteriorate as photographs become dated,
rising to 15 percent after only three years for
the best systems tested.*

Fifteen percent of a billion people could mean
150,000,000 people misidentified! Even the
people who invented biometric technology
admit that it is dangerously flawed. George
Tomko, regarded as one of the fathers of the
technology, says that even a 99.99 percent
accuracy rate — which doesn’t exist for any of
the identifiers — could leave millions of people
vulnerable to mistaken identity.”

Moreover, determined terrorists could use
false identities to obtain biometric identity
documents. A security breach like the one suf-
fered by the data aggregating company
ChoicePoint recently — which allowed thieves
access to personal data on 145,000 people —
could help terrorists gain false documents.*
Terrorists can also be successful using their
own identities. All but two of the known 9/11
hijackers travelled in and out of the United
States using their real identities.” Spain had a
national identity card system at the time of the
March 2004 Madrid bombing, but identity
cards did not assist authorities in preventing
the plot.

11
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f) Expansion to Other Transportation
Systems

Governments have recently been talking about
expanding the security measures that are being
implemented for air travel to other transporta-
tion systems.* If this happens, the use of bio-
metric identity documents would expand expo-
nentially, and transport systems could become
the kind of internal checkpoints generally asso-
ciated with police states.

g) Institutionalizing “Non-Personhood”

Of course, in a global identity system predi-
cated on the avoidance of risk, not being reg-
istered or having a personal profile will
amount to being a “non-person”. By creating
inclusion, the system also creates exclusion.
For practical purposes, a person without a
mandatory identity document will not exist -
or will exist only as a risk to the state.

If one doesn’t have an identity document
(because it has been lost or stolen or withheld
through a bureaucratic mistake) or a data pro-
file (because one is poor, or a conscientious
objector, or doesn’t participate in the kinds of
activities by which data is collected) — one will
be, by definition, a risk. And one will be at risk,
since the state will deal with one aggressively,
according one few, if any, legal safeguards.

THIRD SIGNPOST : THE CREATION
OF AN INFRASTRUCTURE FOR
THE GLOBAL SURVEILLANCE OF
MOVEMENT

The biometric passport and the biometric visa
are components of a larger infrastructure that is
being set up for the global surveillance of
movement. This infrastructure includes anoth-
er initiative: the sharing of passenger name
record (PNR) information.

PNR information is the information kept in air

travel reservation systems. It can include over
60 fields of information, including the name and
address of the traveller, the address of the person
with whom the traveller will stay, the trip itiner-
ary, the date the ticket was purchased, credit
card information, seat number, meal choices
(which can reveal religious or ethnic affiliation),
medical information, behavioural information,
and linked frequent-flyer information.

1. U.S. Demands for Sharing
Passenger Name Records

In its Aviation and Transportation Security Act,
the U.S. required foreign air carriers to make
PNR information available to its customs
agency on request, and provided that this infor-
mation could be shared with other agencies.
The Bush Administration then passed an inter-
im rule in June 2002, which interpreted the leg-
islative requirement broadly. The rule required:

* that carriers give U.S. Customs direct access
to their computer systems;

» that data be available for a/l flights, not just
those destined for the U.S.;

» that once transferred, data be made available
to federal agencies other than Customs for
national security purposes or as authorized by
law; and

« that the U.S. be permitted to store transferred
data for 50 years.*

Airlines, faced with fines and the possible denial
of landing rights in the U.S., began giving the
U.S. what it wanted, even though they were vio-
lating core principles of the privacy laws in their
home countries. These principles require:

* restriction on the disclosure of personal infor-
mation to third parties;

* limits on the use of data to the purpose for
which it is collected;
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* retention of data only as strictly required for
a declared use;

* legal redress for individuals to correct inac-
curate data or challenge misuse of data; and

+ the maintenance of data security by the data
holder.®

National governments in the countries where
these air carriers were based were then left with
the question of whether to enforce their priva-
cy laws against the airlines or to allow the
information transfers. At the same time, the
U.S. government was approaching them to
negotiate formal bilateral agreements for the
sharing of PNR.

2. The Deals Made

In Canada, where the government was planning
its own PNR system, and in December 2001, had
agreed to share PNR information in some way
with the U.S.," an exemption to the Canadian
data protection act was quietly pushed through
Parliament. It allowed Canadian carriers to dis-
close any passenger information in their posses-
sion to a foreign state if required by the law of
that foreign state.”

In Europe, the European Commission reached an
agreement on PNR sharing with the U.S. in
December 2003. To do so, the Commission
made a highly-contested ruling about the “ade-
quacy” of U.S. undertakings to protect the priva-
cy of European information in conformity with
the E.U. Data Protection Directive.* In fact, the
deal breaches many of the core principles in the
Directive.* Data is being collected for multiple,
undeclared purposes and will be shared widely
among the numerous entities that make up the
U.S. Department of Homeland Security.® Once
stored in the U.S. there are no guarantees that
information will not be shared or even trans-
ferred wholesale to third countries.” There is no
clear right of access for individuals, no judicial

right of redress,® and no requirement that the
data be stored for the shortest possible time.*
Tellingly, the deal left open the question of
whether the personal data of European citi-
zens would be used in the U.S. Computer
Assisted Passenger Pre-Screening System
(“CAPPS 1I”), even though it was known at
the time of negotiations that the U.S. was
already using European data to test the pro-
gram.” (the aim of CAPPS II was to use PNR
and other information to “risk score” all air-
line passengers. It has since been replaced
with a program called Secure Flight.

3. PNR and the Democratic Deficit -
Another Referral to ICAO

Usual democratic processes were circumvented
in order to conclude the E.U.-U.S. arrangement.
The deal was voted down three times by the
European Parliament, the only directly elected
body in the E.U., which referred the question of
“adequacy” to the European Court of Justice.”
Both the Parliament and the Court were overrid-
den when the Council of the E.U. (the legislative
body made up of representatives of the national
governments in the E.U.) reverted to its treaty
powers to rubber-stamp the deal.”

Some E.U. governing bodies, in fact, had their
own ambitions to create a system for the col-
lection and use of PNR data.” This plan was
nodded through by the E.U. Justice and Home
Affairs ministers in April 2004, just in time to
avoid a new “co-decision” procedure that came
into force on May 1, 2004, which would have
required approval by the E.U. Parliament.
National parliaments were also by-passed — the
right of the U.K. Parliament to scrutinize the
document was, for example, overridden by the
U.K. government.™

Moreover, the E.U., to avoid further controver-
sy, referred the matter of PNR sharing to
ICAO, asking it to develop global standards.™
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As with biometric passports, then, a global sys-
tem will be established by an unelected, inter-
national body, and governments will be given
an excuse for doing what their laws and citi-
zens might otherwise have prevented. To date,
only the U.S., E.U., Canada, and Australia have
passed legislation to set up PNR sharing sys-
tems, ™ but others will surely follow once ICAO
standards are adopted.

4. Expansion to Other Transportation
Systems

As mentioned earlier, government officials
are talking about expanding the security
measures that are being implemented for
international air travel to other transportation
systems. Canada, for example, indicated its
intention to expand its PNR system to differ-
ent modes of transportation in a submission
made to ICAO in spring 2004,” and has
already expanded the system to include
domestic air travel.® The Department of
Homeland Security has made similar sugges-
tions with respect to the planned air passenger
screening system in the U.S.”

Myth #2: These initiatives facilitate
travel.

The public relations spin about PNR sharing is
that it will facilitate travel. “Now you can trav-
el to Florida”, we are told.* A more appropriate
tag might be, “buy a ticket, get a record” — or
“buy a ticket, take your chances”.*

In the countries that currently have legisla-
tion permitting PNR data sharing, PNR data
are being stored and used to create data pro-
files on individuals, so that these can be “data
mined” using computer algorithms to “identi-
fy risk”. There are no legal avenues of redress
to challenge one’s risk “score”. Those who
are pulled over as moderate or “unknown”
risks will miss flights. Those who are flagged

as high risk may be “rendered” by the United
States and other countries, without any kind
of due process, to third countries where they
may face torture, arbitrary detention, and
even death.

FOURTH SIGNPOST: THE CREATION
OF AN INFRASTRUCTURE FOR THE
GLOBAL SURVEILLANCE OF
ELECTRONIC COMMUNICATIONS
AND FINANCIAL TRANSACTIONS

Along with the creation of a global registration
and identification system and an infrastructure
for the global surveillance of movement, gov-
ernments are now working to substantially
enlarge their powers to intercept and surveil
electronic communications.

It is the historical tendency of law enforcement
agencies, and governments concerned with law
enforcement, to push for ever-greater surveil-
lance powers. In democratic countries, civil lib-
erties laws and traditions have acted as a brake to
their overreaching, insisting that governments
balance the law-enforcement interests of the state
against the rights of the individual to be left alone
and to be free from unreasonable search and
seizure. However, these tenuous counterweights
have been overridden in the period since
September 2001 as many countries have adopted
anti-terrorism legislation that has expanded state
agents’ interception and search and seizure pow-
ers and weakened or removed judicial oversight
over those powers.*

But something else is happening, too. The pri-
vate sector is being pressed into service as the
state’s eyes and ears. Just as it has done with
the acquisition of private-sector databases
and airline passenger record systems, the
state is using the private sector to exponen-
tially increase its surveillance capacity in the
realm of electronic communications and finan-
cial transactions. And, instead of relying on the
inconsistent practices of businesses, govern-
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ments are starting to tell businesses how to
design their information systems, what infor-
mation to gather, how long it must be stored,
what must be checked and reported, and what
must be given directly to state officials.

1. “Building in” Surveillance® and
the Convention on Cybercrime

Since 1994, land line telephone companies in
the U.S. have been required by the
Communications  Assistance  for  Law
Enforcement Act (CALEA) to design their
equipment according to the F.B.1.’s specifica-
tions, in order to give law enforcement officials
a “back door” through which they can wiretap
the systems. In March 2004, the F.B.I., U.S.
Department of Justice, and U.S. Drug
Enforcement Administration asked for CALEA
to be expanded to cover wireless service
providers and any new communications tech-
nology coming on-stream. The F.B.I. and other
law enforcement agencies have also pushed for
an aggressive interpretation of CALEA that
would allow monitoring of certain Internet
content without a warrant, as well as the col-
lection of information about the physical loca-
tions of cell phones.*

Of course, law enforcement and security
intelligence officials in the U.S. always had
access to these kinds of systems under inter-
ception and search and seizure warrants
requiring service providers’ cooperation. But,
prior to CALEA, authorities’ access to infor-
mation was limited by technical barriers in
the technologies used by the providers, and
by authorities’ budgets for installing intercep-
tion equipment.

Compelling service providers to “build in”
surveillance capacity to their systems means
that within minutes of receiving a warrant
from a court, real-time interception of a per-
son’s Internet or voice over Internet use can
be implemented with just a few computer

strokes, making a connection between the
computerized listening stations of law
enforcement and the service provider’s sys-
tem. At the same time, tools like the F.B.l.’s
“Carnivore” software can be used to search
masses of information within a system for
key words.* The access to personal informa-
tion that could be gained in this way is virtu-
ally limitless, since there will be few techni-
cal impediments and little cost to the state.

The U.S. is pressing other countries to follow
its lead and implement more intrusive intercep-
tion and search and seizure laws. Specifically,
it is pushing for the global adoption of the
Council of Europe’s Convention on
Cybercrime, which would toughen and harmo-
nize all countries’ cyber-security laws and
allow countries to carry out investigations
across borders.*

Negotiations for the Convention were difficult
and prolonged, and were apparently sliding
toward deadlock because of the barriers in
countries’ various domestic laws, when the
events of September 2001 galvanized the par-
ties to conclude the agreement. In November
2001, the U.S. and 29 other countries signed
the document, and as of November 2004, there
were 45 signatories.¥ The Convention’s pur-
pose is not limited to anti-terrorism, but
includes ordinary law enforcement as well.

In order to ratify the Convention, signatories
must first implement the legislative changes
necessary to comply with it. One obligation is
to require “service providers” to provide law
enforcement with real-time or direct access to
the content data (e-mail messages, documents)
and traffic data (information about when and to
whom messages were sent, and web pages
browsed) in their systems.®* Gag orders on
service providers whose systems have been
accessed are another of the Convention’s
requirements.” Mandatory preservation orders
(orders directed at service providers requiring
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them to preserve information in their systems)
are another.” Alarmingly, another aspect of the
Convention is the requirement, in some cir-
cumstances, to provide mutual assistance to co-
signatories even where the activity to be inves-
tigated is considered a crime only in the
requesting country.”

Governments of each of the signatory states are
now drawing up legislation to implement these
measures.

As with the ICAO guidelines for biometric
passports, citizens would do well to carefully
study the exact requirements of the Convention
on Cybercrime. It appears that the Convention
requires less draconian measures than govern-
ments claim it does. The Convention does not
require service providers to design their sys-
tems to provide direct, real-time access, for
example, as the U.S., Canada,” and the E.U.”
are asking them to do, but only to provide such
access “within existing capabilities”.” The
Convention does not require the use of power-
ful word searching software like the Carnivore
(DCS 1000) system developed by the F.B.L.,
which can scan millions of e-mails a second.
Nor does it require warrantless access, such as
the FBI is seeking, and such as Colombia’s
new Anti-terrorism Act and China’s “Golden
Shield” project provide, and such as state agen-
cies in Russia and the Ukraine have sought in
the past. »

Similarly, the Convention for Cybercrime does
not require mandatory routine storage of data by
communication service providers, like the E.U.
has embraced. A proposal for mandatory stor-
age” was defeated in Convention negotiations
because of national concerns about privacy laws.

2. Mandatory Data Retention

In a letter dated October 16, 2001, the Bush
Administration made a number of demands to
the E.U., asking for cooperation in its “war on

terror”.” One of these demands was for the
E.U. to require mandatory, routine data reten-
tion by communication service providers. The
demand was made despite the lack of data
retention laws in the U.S. and the absence of
data retention provisions in the Convention on
Cybercrime.

Mandatory data retention requires the private
sector to save and store data it would otherwise
erase (when the data were no longer needed, or
as required by privacy laws). As such, manda-
tory data retention exponentially expands the
amount of information that can be tapped into
by state authorities.

In 2002, the E.U. Data Protection Directive
was amended to allow member states to
pass domestic laws on mandatory data
retention of traffic data for all communica-
tions. (Previously, data could only be stored
for billing purposes.) By the end of 2003, 11
of the member states had set up, or planned
to introduce, data retention regimes with
retention periods ranging from one to five
years. The second draft of a Framework
Decision released in April 2004 which
would bind all member states, provides for
retention of traffic data for 12 to 24 months
and for “lawful access” to the data by police
for the purpose of “crime prevention” — cre-
ating a virtual license for police to go on
“fishing expeditions” through Europeans’
personal data.*

3. Expansion of ECHELON

Officials within individual nations may still,
for the most part, have to secure judicial war-
rants in order to intercept and surveil the com-
munications made available through “built in”
surveillance and mandatory data retention.
However, on the international stage, state
agents will have access to this “new frontier”
with no judicial oversight.
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In 1948, the U.S., the U.K., Canada, Australia
and New Zealand created a program under
which they trawled the world’s telephone commu-
nications — to spy on other countries and to share
information on each others’ citizens that could not
be obtained by their own officials under domestic
laws. Since the early 1980s, this program has been
called ECHELON, and has been expanded to
intercept e-mails, faxes, telexes, electronic trans-
actions, and international telephone calls carried
via satellites. The five agencies participating in
ECHELON are the National Security Agency in
the U.S., the Government Communications
Headquarters in the U.K., the Defence Signals
Directorate in Australia, the Communications
Security Bureau in New Zealand, and the
Canadian Security Establishment in Canada.

Under the ECHELON program, millions of mes-
sages and conversations are analyzed daily for key
words and traffic patterns.” Each of the five cen-
tres supplies dictionaries to the other four of key
words, phrases, people and places to “tag”. The
tagged intercepts are forwarded straight to the
requesting country.™ The quantity of communica-
tions available to be spied upon without judicial
warrant under the ECHELON program will
expand exponentially once communications
around the world are stored for longer periods pur-
suant to mandatory retention laws, and may also
increase when communications are made techno-
logically available for tapping pursuant to the
Convention on Cybercrime in the participating
countries. And, while Echelon was previously
used as an espionage tool, in the current political
climate it is likely to be used more and more for
law enforcement purposes. The number of coun-
tries participating in ECHELON may also expand.

4. Mandatory Information-Gathering
and Reporting for Financial
Transactions

U.N. Security Council Resolution 1373, passed
shortly after September 11, 2001, required
states, among other things, to:

...prevent and suppress the financing of
terrorism, as well as criminalize the
willful provision or collection of funds
for such acts ...[and] ...to prohibit their
nationals or persons or entities in their
territories from making funds, financial
assets, economic resources, financial or
other related services available to per-
sons who commit or attempt to commit,
facilitate or participate in the commis-
sion of terrorist acts."

Under the Resolution, states must report on
their implementation of these measures, and
states failing to implement measures face
Security Council sanctions.

The Resolution, and activism on the part of the
U.S. and the international financial Institutions
in promoting harmonized standards,” have led
to new national laws around the world that
enlist financial institutions and ordinary busi-
nesses into the surveillance infrastructure.™
Many of these laws require banks and busi-
nesses to do more than simply “build” surveil-
lance capacity “into” their information sys-
tems. They also require them to actively gath-
er information about their customers that they
would not otherwise gather, to report to gov-
ernment on certain kinds of transactions, and to
check their customers against government
watch lists.

In the U.S., for example, the US4 PATRIOT
ACT has dramatically expanded existing
requirements for banks and credit unions to
report deposits by customers, lowering the
threshold to $10,000.* Now, “any person
engaged in a trade or business” is required to
file a “Suspicious Activity” report when he or
she receives that amount or more in cash."™
This means that every plumber, shop owner,
general contractor, car salesman and real estate
agent will be inducted into the financial trans-
actions surveillance infrastructure.

17



THE EMERGENCE OF A GLOBAL INFRASTRUCTURE FOR MASS REGISTRATION AND SURVEILLANCE

Section 326 of the US4 PATRIOT ACT requires
financial companies to check customers
against government watch lists. Executive
Order No. 13224, issued September 24, 2001,
requires businesses involved in helping indi-
viduals buy or sell various kinds of property
(such as pawn brokers, real estate companies
and jewellers) also to check customers against
government watch lists.

Regulations stemming from s. 314 of the US4
PATRIOT ACT require financial institutions to
search through their records for any transac-
tions made by individuals suspected of money
laundering by any arm of the U.S. government
with a law enforcement function. Money laun-
dering is a broad offense encompassing any
attempt to disguise illicit profits in pursuit of
more than 200 different crimes. In other words,
under USA PATRIOT ACT regulations, agen-
cies like the U.S. Agriculture Department and
the Postal Service have the power to conduct a
cross-country search for financial records
matching someone they suspect of illicit deal-
ings, whether these dealings are related to ter-
rorism or not.'

Around the world, charities are also having
obligations imposed on them in the bid to cut
off funds for “terrorist” groups. In Canada, for
example, the Anti-Terrorism Act imposes
significant liability on charities accused of
having links with terrorist organizations,
including the de-registration of their charita-
ble status and the seizure of their assets. Laws
like these are having an enormous effect on
humanitarian organizations operating in the
conflict zones of the world, where it is often
impossible to avoid direct or indirect contact
with entities that are rightly or wrongly
labelled as “terrorist”.!”

FIFTH SIGNPOST: THE CONVERGENCE
OF NATIONAL AND INTERNATIONAL
DATABASES

1. Radical Acceleration of
Convergence Since 9/11

The collection of new information has been
accompanied by a new and rapid convergence of
information — a bringing together, or sharing of
multiple sources of information so that larger and
larger pools of information are accessible to state
officials. Certainly, convergence has been a trend
in the last couple of decades, a notable example
being the Schengen Information System (“SIS”)
in Europe, which was set-up to compensate for
the abolition of internal border controls and pro-
vided for the sharing of criminal and immigra-
tion information between certain countries.*

But there has been a radical acceleration of
convergence, or sharing, of information since
September 2001. U.N. Security Council
Resolution 1373 calls on states to intensify and
accelerate the exchange of information regard-
ing terrorist actions and movements, and gov-
ernments have been taking steps nationally and
internationally to heed the call.

Some of the convergence that has been taking
place since 9/11 has already been described:

* the convergence of private and public data-
bases under the US-VISIT program;

* the access to domestic and foreign databases
the U.S. has gained through purchase from “for
profit” data aggregators;

* the voluntary sharing of data by the private
sector in the U.S. at the request of U.S. gov-
ernment agencies;

* the access the F.B.I. has gained under the USA4
PATRIOT ACT to the business records of U.S.-
based companies operating at home and in
other countries;

* the creation in the U.S., the E.U., Canada, and
Australia of central databases for PNR data;
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* plans for the creation of a European-wide fin-
gerprint register piggybacking on the biometric
passport initiative;

* expanded access to information international-
ly under ECHELON; and

* private-sector reporting of financial transac-
tions to government.

Many more examples of convergence could
be added to the list:

* In Europe, in the name of combating terror-
ism, a second generation Schengen
Information System, called SIS II, is being
developed. It will cover 27 European coun-
tries, will share a technical platform with the
E.U. Visa Information System and will exist
alongside the E.U. population database being
developed as part of the biometric passport
proposals.

e Under a U.S. program called “Multi-State
Anti-Terrorism Information Exchange” or
MATRIX, government data bases'” from par-
ticipating American states are being combined
with a private database that claims to have
“20+ million records from hundreds of
sources”.""

* In Canada, a Public Safety Information
Network is currently under construction that
will link together key justice records and possi-
bly criminal investigation information, pass-
port information, and travel information. It will
be accessible to numerous Canadian agencies
that formerly did not routinely share informa-
tion, and will be interoperable with systems in
the U.S. and other countries.™

e In Colombia, the new Anti-terrorism Act
envisions the creation of a new registry con-
taining private information on all
Colombians, to which military authorities
will have access.

* In Europe, an interim agreement signed
between Europol and the United States, con-
cluded without democratic oversight and with-
out publication, will give an unlimited number
of U.S. agencies access to Europol information
— including sensitive information on the race,
political opinions, religious beliefs, health and
sexual lives of individuals. The agreement con-
travenes the Europol Convention and the E.U.
Data Protection Directive, in that individuals
cannot access their data if the U.S. does not
agree, or request the correction or deletion of
data."

* The new E.U.-U.S. agreement on mutual
assistance provides for cooperation in a num-
ber of areas including the exchange of banking
information and for purpose . not limited to ter-
rorism.'”

« Joint investigation teams being set up
between the U.S. and Europe under the agree-
ment mentioned above, and between the U.S.
and Canada,™ could include customs, police,
and immigration agents, as well as agents from
organizations like MIS5, the Canadian Security
Intelligence Service (CSIS), the F.B.L., and the
Central Intelligence Agency (C.ILA.). These
teams will share information without the for-
mal state-to-state requests required under
mutual assistance agreements. Members of the
teams will also be able to directly request their
counterparts to facilitate interceptions, search-
es and seizures, arrests, and detentions, and
may not be legally accountable for their actions
on foreign soil.

+ Existing mutual assistance agreements are
being used in new ways. In October 2004, two
computer servers were seized by the F.B.L
from the England office of the Texas-based
internet company, Rackspace. The servers were
hosting the website of Independent Media
Centres. The seizure was reportedly made
under a U.K.-U.S. Mutual Assistance treaty of
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1996, but on the request of Swiss or Italian
police."

* In countries known for their oppressive
regimes, the extent to which an integration of
functions and information-sharing with the
U.S. has been occurring is probably the
greatest As discussed later in this report,
countries like Georgia, Indonesia, Egypt,
Malaysia, and Uzbekistan are sharing infor-
mation, suspects, and in some cases, intelli-
gence and military operations with the U.S.
in the “war on terror”

2. The “Black Box” of Information

The “black box” of information that was
described in the context of the US-VISIT pro-
gram — the database of databases that the U.S.
is currently amassing with the help of the
convergences described above — could con-
tain all of the information described above
and more. Without doubt, it will be a global
web of databases, encompassing domestic
and foreign and public and private sector
sources.

SIXTH SIGNPOST: THE DANGERS
OF ARISK ASSESSMENT MODEL - A
WORLD THAT IS BOTH ORWELLIAN
AND KAFKAESQUE

But is there anything to fear if one is innocent?

1. Data Mining - The High-Tech
“Solution” to Risk Assessment

A veritable ocean of information is being
collected, stored, linked together, and
shared. No country has the capacity to ana-
lyze it using human intelligence. The “high-
tech” solution to this, which some govern-
ments are pursuing with fervor, is data
mining.

a) Orwell Revisited

Data mining is the use of computer models, or
algorithms, to scrutinize masses of data for
selected criteria. In the “war on terror” world,
data mining is being used to identify patterns of
behaviour that are supposedly indicative of ter-
rorist activity, in order to assess the level of risk
that individuals pose to the state.

In Orwell’s famous book, Nineteen Eighty-
Four, the hero says:

It was inconceivable that they watched
everybody all the time. But at any rate,
they could plug in your wire whenever
they wanted to. You had to live — did
live from the habit that became instinct
— in the assumption that every sound
you made was overheard."

Orwell's book presents us with an imagina-
tive, dark vision of what living in a surveil-
lance society could be like, but the methods it
describes are quaint in that they require
human beings to watch others using auditory
or visual devices. In the Orwellian society of
the 21* century, we will be watched and
assessed by computers. And the assessment
will be based, not on our actual observed
involvement in terrorist activity, but on the
probability that we might be engaged in such
activity.

Myth #3: If one has nothing to
hide, one has nothing to worry
about.

In the Cold War/McCarthy period in the United
States of the 1950s, the maxim was that if any
doubt existed as to the reliability or loyalty of
an individual, such doubts should be resolved
in favor of the state. As a historian of the peri-
od has said,

Anyway, there was little or no interest
in individuals, as such. Individuals
were messy, unfathomable in their
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complexity and idiosyncrasy to bureau-
crats who had to deal with large num-
bers of cases and in universal cate-
gories. Dossiers were neat, simple and
serviceable for the specific purposes
required ... Of course, it was possible
that mistakes could be made, that infor-
mation might prove faulty in some par-
ticulars, that innocence might be mis-
taken for something else..."

An example of the many mistakes that were
made in that era was the naming of academ-
ic Owen Lattimore as the Soviet Union’s top
spy in the U.S. He later was fully cleared of
the charges. In his account of the affair he
noted that the F.B.l. and other agencies had
“built up on him a dossier of ‘a man who
might have existed’”."® Again, as a historian
of the period has observed, “that phrase
catches the very essence of the creation of
the national insecurity state: a data world
that shadows, mimics, and caricatures the
real world”."”’

We may think that anyone looking at our per-
sonal data with the proper explanation would
conclude we are innocuous, but, in fact, in the
data world we have no control over our “vir-
tual identities” or the interpretations that
others make of them.

a) TIA, MATRIX and Other Data Mining
Projects in Implementation or Development

The forerunner of all post-9/11 data mining
projects was a program known as Total
Information Awareness (TIA), run by Iran-
Contragate’s John Poindexter out of the
Defense Advanced Research Projects Agency
(DARPA). The goal of the program, as
described by Poindexter, was to mine “the
transaction space” to find “signatures” of ter-
rorist activity. According to the program’s web-
site, the transactions mined would include indi-
viduals’ financial, medical, travel, “place/event
entry”, transportation, education, housing, and

communications transactions. Poindexter envi-
sioned his program developing software that
could quickly analyze “multiple petabytes” of
data. (The 18 million books in the Library of
Congress could fit into one petabyte 50 times
over; one petabyte could hold 40 pages of
information on each of the 6.2 + billion persons
on earth.)* As the manager of the project
described it, the task was:

“...much harder than simply finding
needles in a haystack. Our task is akin
to finding dangerous groups of needles
hidden in stacks of needle pieces. We
must track all the needles all of the
time.”"”

One of the researchers for the TIA project,
David D. Jensen at the University of
Massachusetts, acknowledged that the program
could generate “high numbers of false posi-
tives ...”.">

Because the concept of “total information
awareness” on the part of government bothered
Americans so much, the program’s name was
later changed to Terrorism Information
Awareness. Nevertheless, Congress pulled the
funding from it in fall 2003.

TIA lives on, however, in hidden research proj-
ects and other programs. As Steve Aftergood of
the American Federation of Scientists, which
tracks work by U.S. intelligence agencies, has
written:

“the whole congressional action looks
like a shell game. There may be enough
of a difference for them to claim TIA
was terminated while for all practical
purposes the identical work is continu-
ing.”»

Congress has transferred some TIA funding to the
National Foreign Intelligence Program which, it
says, can only use its research against persons
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overseas or against non-Americans within the
U.S. But there is nothing to stop the government
from expanding this program to American citizens
at a later date or through other programs. Some
say parts of the original TIA program live on in the
Pentagon’s secret “black budget”.” People with
direct knowledge have told the press that the sur-
viving TIA programs include some of the 18 data
mining projects collectively known as Evidence
Extraction and Link Discovery. '

In its May 2004 report on federal data mining
efforts,™ the U.S. General Accounting Office
(now known as the Government Accountability
Office, or GAO) revealed at least four projects
that use personal information from the private
sector. One of these, run by the Defense
Intelligence Agency, mines data “to identify for-
eign terrorists or U.S. citizens connected to for-
eign terrorism activities”. The National Security
Agency has a program called Novel Intelligence
from Massive Data, which is supposed to extract
information from databases including text,
audio, video, graphs, images, maps, equations,
and chemical formulae. The C.I.A. reportedly
has a data mining program called “Quantum
Leap” which “enables an analyst to get quick
access to all the information available — classi-
fied and unclassified — about virtually anyone”.
The deputy chief information officer of the
C.ILA. told a reporter that the program’s technol-
ogy “is so powerful it’s scary”.”’

MATRIX is another data mining initiative of
the U.S. government. Information on the false
positive rates for this programs is not readily
available. But an indication of the rate can be
gleaned from the number of people Seisint Inc.
told state authorities showed statistical likeli-
hood of being terrorists in its bid for the con-
tract to develop MATRIX: 120,000.

b) CAPPS Il

The data mining program to which U.S. VISIT
was supposed to be linked, CAPPS II, or the

second-generation =~ Computer  Assisted
Passenger Prescreening System, was designed
to use algorithms to sort through PNR and
other information in order to “risk score” all
airline passengers as “green”, “amber” or
“red”. “Green” stood for minimal risk,
“amber” for an unknown or intermediate risk
requiring heightened security measures, and
“red” for high risk, requiring grounding of the
passenger and reference to law enforcement for
detention. The criteria for assigning the scores
were undisclosed.

According to a notice published in the U.S.
Federal Register in January 2003, the intent of
the Transportation Security Administration
(TSA), the agency developing CAPPS II, was
to create a screening database that would be
linked to virtually unlimited amounts of data
from private and public sources, including
“financial and transactional data”. Also,
numerous public and private entities were to
have access to the system."™

The TSA estimated that five percent of the trav-
elling public would be rated “amber” or “red”
under the CAPPS II program.” The program
contained no mechanism by which a passenger
could challenge her score. The Association of
Corporate Travel Executives estimated in a study
that if only two percent of travellers were rated
“red”, there would be up to eight million passen-
gers detained or denied boarding every year
under CAPPS IL."*

The GAO issued a report in February 2004,"" in
which it said the TSA had failed to show that
CAPPS 1I was effective in identifying possible
terrorists and had failed to resolve crucial priva-
cy issues of oversight and passenger redress.

In July 2004, there was news that the govern-
ment had bowed to pressure from the GAO, civil
libertarians, and airlines and decided to kill the
CAPPS II program."** However, it soon became
clear that the program was only being modified
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and postponed.” A Homeland Security
spokesperson said that a new screening program
would rise from the ashes of CAPPS II and that
it would cover all passengers travelling to,
through, or within the country.”* In August 2004,
a new passenger-screening program called
“Secure Flight” was announced.'*’

The Secure Flight program will not be looking,
as CAPPS 1II was designed to do, for people
with outstanding warrants in respect of ordi-
nary criminal offenses — a proposal criticized
by many as an expansion of law enforcement
powers that was unnecessary for airline safety.
But, like CAPPS 11, it will consult commercial
databases, such as those owned by data aggre-
gators Acxiom and Lexis Nexis to verify pas-
sengers’ identities. The government claims that
Secure Flight will not incorporate CAPPS II-
style computer algorithms for “risk scoring”
passengers.” However, one wonders whether
this feature may be reintroduced in the future,
especially as the government’s data mining
research becomes more advanced.

c) Canadian Risk Assessment Centre

Since January 2004, Canada has been engaged
in setting up a data mining, risk scoring pro-
gram to complement the American CAPPS 11/
Secure Flight program.

Few details are publicly available about how
it will operate, except that it will be interop-
erable with the U.S. program and that it will
use computer screening. The criteria for iden-
tifying high-risk travellers are undisclosed
but the program will probably rely on the
same criteria used by the American program.
The information used will include PNR data
on air passengers on incoming, outgoing and
domestic flights.”” The federal government
intends to eventually expand the program to
border-crossing passengers using all modes
of transportation.”

d) German “Trawling”

After September, 2001, German police units
started collecting data on young men with
Islamic backgrounds from universities, regis-
tration offices, health insurance companies and
Germany’s “Central Foreigners Register”
(Ausldnderzentralregiste) using the practice of
“trawling” or “dragnet control”
(Rasterfahndung). Introduced in the 1970s in
the wake of the activities of the terrorist group
Rote Armee Fraktion, it allows vast amounts of
data to be collected about individuals and com-
pared to various criteria.

The “profile” used in the program after
9/11was that of the Arab students from the
University of Hamburg allegedly linked to the
2001 attacks in the U.S. — effectively making
every male Arab student in Germany a suspect-
ed terrorist. As a result of the program, approx-
imately 10,000 students have been placed
under surveillance in North-Rhine Westphalia
(NRW) alone."

e) Data Mining and the Democratic Deficit

As with other mass surveillance initiatives,
there has been a democratic deficit in the
implementation of data mining programs.

First, there has been a conspicuous lack of
transparency about these programs. It is diffi-
cult to get information about what projects are
being undertaken and how they will operate.
Many, like the Canadian initiative, have been
set up quietly, under the radar of the public,
with little or no democratic debate.

Accountability for data mining programs is
avoided by governments. For example, the
implementation of the highly criticized CAPPS
I/ Secure Flight program was postponed until
after the American election in November 2004,
and government officials would not give
details about what they were keeping or drop-

23



THE EMERGENCE OF A GLOBAL INFRASTRUCTURE FOR MASS REGISTRATION AND SURVEILLANCE

ping in the program before the election.®
Finally, governments are less than honest about
these projects. The TSA, for example, told the
press, the GAO, and Congress that it had not
used any real-world data in the testing of
CAPPS II. This later turned out to be patently
untrue When programs are cancelled under
democratic pressure, governments simply re-
introduce them in new packages.

f) Flawed Facts, Dirty Information, “Guilt
by Google”, Ethnic Profiling

The post-9/11, data mining version of the
McCarthy era is, perhaps, a bit like the
Hollywood film Minority Report — in which
state officials try to use technology to read peo-
ple’s minds in order to stop criminal acts before
they happen. However, the technology that is
being used in the post-9/11 world falls far short
of the technology of Hollywood fantasy.

Myth #4: The technology being
used is objective and reliable.

First, the factual base on which the technolo-
gy rests is unreliable. The “best information
available” on which data mining or risk-scor-
ing technology depend is often inaccurate,
lacking context, dated, or incomplete. It
might even be dirty information - extracted
by torture, or offered by an informant who is
vulnerable or is acting in bad faith.

None of the data mining programs contains a
mechanism by which individuals can correct,
contextualize or object to the information that
is being used against them, or even know what
it is. Indeed, these systems are uninterested in
this kind of precision. They would be bogged
down if they were held to the ordinary stan-
dards of access, accuracy, and accountability.
Operating on a precautionary principle, they
are not really concerned with the truth about
individuals: they are meant to cut a broad
swath.

Secondly, the criteria used to sort masses of
data will always be over-inclusive and
mechanical. Data mining is like assessing
“guilt by Google” key-word search. And since
these systems use broad markers for pre-
dicting terrorism, ethnic and religious profil-
ing are endemic to them. The manager of the
TIA program was right when he said that
looking for anything useful with data mining
was like looking for particular needles in
stacks of needles. However, his analogy
would have been more accurate if he had
talked about looking for a needle in an ocean
full of needles.

2. Low-Tech “Solutions” to Risk
Assessment

Of course, not all risk assessment in the “war
on terror” is being done by computer data min-
ing. As in the McCarthy era, human beings are
also making judgments about who might pres-
ent a “risk”.

In the post-9/11 climate, where law enforcement
and security intelligence agencies are being
blamed for failing to stop the attacks on U.S.
soil, there are strong bureaucratic incentives for
officials to err on the side of caution. After all,
who would want to be responsible for failing to
receive, gather, share, or flag information
regarding someone who later turned out to be
a terrorist? As with data mining, a precaution-
ary principle is at work when human beings
are making the risk assessments.

This kind of environment leads to indiscrimi-
nate interpretations of information and indis-
criminate actions on the part of authorities.
And, as with high tech risk assessment, ethnic
and religious profiling is endemic."

a) Guilt by Association and Indiscriminate
Sharing of Information: The Story of
Maher Arar

On September 26, 2002, while returning from a
family vacation in Tunisia, Maher Arar disap-
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peared. A Canadian who had migrated with his
family from Syria at the age of 17, Arar was a
telecommunications engineer, a husband, and a
father of two young children, and a Muslim.

It was not until six days later that Arar was able
to call his mother-in-law in Ottawa to tell her
that he had been taken aside at JFK airport in
New York for interrogation and then trans-
ferred to a detention center. A consular official
visited him October 3 and he was able to see a
lawyer on October 5. Three days later, in the
middle of the night, however, he was put on an
airplane with U.S. agents and taken against his
will to Jordan, and from there to Syria.

During his interrogation in New York, agents
had questioned him about information they
could only have received from Canadian
sources. They wanted to know about Abdullah
Almalki, the brother of a man he worked with,
with whom Arar had a casual acquaintance.
They produced a copy of Arar’s Ottawa rental
agreement, which had been signed by Abdullah
Amalki. Arar told them he had asked
Abdullah’s brother to come over and witness
the lease, but the brother had unavailable and
had sent Abdullah. The American agents swore
and yelled at Arar. His requests for a lawyer
were refused and he was pressured to agree to
be deported to Syria. He did not agree. He told
them his mother’s cousin had been accused of
being a member of the Muslim Brotherhood
and had spent nine years in Syrian prisons; he
told them he would be tortured if they sent him
to Syria.

Maher Arar was sent to Syria where he lan-
guished in a Syrian prison for almost a year,
and was tortured. He heard the screams of
other prisoners being tortured. His cell was the
size of a grave — without lighting, hardly wider
than his torso, and only two inches longer than
his height. He thought he would die there."
However, the Syrians eventually released Arar

on the basis that they had no evidence to con-
tinue to hold him. Syrian officials later said
they had had no interest in Arar, and had only
interrogated him in a show of goodwill to the
United States.'

In Canada, the Arar affair became a cause
célebre. Canadians were shocked that a citizen
with a Canadian passport could be sent to a third
country for arbitrary detention and torture. They
pressured the government to hold a public
inquiry, which started its work in June 2004. All
of the evidence has yet to come out, but it
appears that Arar’s name was passed on to
U.S.officials by Canadian security officials who
had noted him because of a casual encounter he
had had with Abdullah Almalki, their primary
target. Arar, it seems, had the misfortune to be
observed eating with Almalki in a fast food
restaurant, then talking on the street with him in
the rain outside the restaurant. This was
enough to land him on a U.S. terrorist list.

Canadian authorities seem to have drawn con-
clusions of guilt about Arar from the most ten-
uous evidence of association. They did not
have reasonable grounds to suspect him of any-
thing when they passed his name on to a for-
eign agency. Either they had no regard for what
might happen to him as a result, or they were in
some way complicit in what subsequently
occurred. How safe would any of us be, if we
could be targeted on the basis of any associa-
tion we had made in the many aspects of our
lives? In relatively small religious or ethnic
communities where most people know each
other or have some shared acquaintances, hard-
ly anyone would be safe.

Britain’s most senior judge, Lord Chief Justice
Woolf, upholding the release of a Libyan man
who had been held without charges on secret
evidence for 15 months under the U.K. Anti-
Terrorism, Crime and Security Act, asked gov-
ernment lawyers:
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“If I was a grocer and I delivered gro-
ceries to somebody who was a member
of al-Qaida, do I fall within that [the
Act s definition of a terrorist]?”#

U.N. Security Council Resolution 1373
called on all states to “take steps to prevent
the commission of terrorist acts, including
the provision of early warning to other states
by exchange of information”. The Smart
Border Declaration and accompanying
Action Plan for Creating a Secure and Smart
Border negotiated between Canada and the
U.S. after September 11, 2001 call for the
sharing of information and intelligence in a
timely way“ and for joint intelligence
teams.'*

Certainly, the timely sharing of information
among agencies and countries is an important
part of combatting terrorist acts and other
crimes. However, there need to be appropriate
criteria about the quality of the information that
can be passed on to foreign countries, and
instructions or conditions about how the infor-
mation can be used. In the Arar case, Inquiry
testimony to date has revealed that neither of
these safeguards was in place in Canada.
Officials testified that many arrangements for
sharing information with foreign agencies are
merely oral, and that front-line officers have
wide discretion about what they share and in
what circumstances. '

As mentioned earlier, under the recent agree-
ment between Europol and the U.S., an appar-
ently unlimited range of agencies in the U.S.
will have access to personal data provided by
Europol, and there is no condition prohibiting
Europol data from being passed on by the U.S.
to other countries.

b) Using Information Obtained by Torture
and Tipping Off Torturers

Another example of indiscriminate behaviour

on the part of authorities carrying out “low-
tech” risk assessment is their use of torture.

Repressive regimes are not the only ones using
torture to make risk assessments. Testimony
from the Arar Inquiry has revealed that
Canadian agencies may, in some circum-
stances, share information with foreign agen-
cies they suspect are engaged in torture, and
that they will receive and use information from
foreign agencies obtained through torture if it
is corroborated by other sources.'* This is done
even though Canada is a signatory to the U.N.
Convention against Torture.

Reportedly, Canadian authorities may also wait
for people to go abroad in order to have them
questioned without a lawyer present and intim-
idated or mistreated by foreign security forces.
In September 2004, the brother-in-law of
Maher Arar, who had just moved back to
Tunisia, was questioned by Tunisian secret
police. According to Arar’s family, the
Tunisian questioners had information to which
only Canadian authorities would have had
access. Canadian authorities had had ample
opportunity to interview the brother-in-law
while he was living in Canada for four years,
but had not done so.”" Another man, Kassim
Mohamed, who divides his time between
Toronto and Egypt, was questioned by CSIS in
Canada after videotaping Toronto landmarks
for his children, who attend school in Egypt.
He was then cleared to go to Egypt. When he
arrived in Egypt, he was arrested and held for
two weeks, handcuffed and blindfolded, in a
prison in Cairo.'?

In the U.K., the intelligence service MIS5
appears to have tipped off the C.I.A. so that a
British citizen of Iraqi origin, Wahab al-Rawi,
could be seized by the C.I.A. when he arrived
in Gambia for a business trip on a flight from
London, and thereby deprived of his rights
under British law. Al-Rawi has said that when
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he asked to see British consul, the C.I.A. agent
interrogating him laughed, saying, “Why do
you think you’re here? It’s your government
that tipped us off in the first place”.™s

The English Court of Appeal ruled in August
2004 that the use of evidence obtained under
torture was legal in the U.K., as long as the
U.K. neither “procured nor connived at” tor-
ture."

(For an indepth discussion about the use of tor-
ture by the U.S. and other countries, see Tenth

Signpost , p. )

c) Sloppy Mistakes: The Madrid

Investigation

In the low-tech version of risk assessment,
many “false positives” are the result of sloppy
police work and crude profiling on the part of
authorities.

The home of Brandon Mayfield, an American
citizen and lawyer in Oregon, was secretly
searched and he was thrown in jail for two
weeks when the F.B.I. matched his fingerprint
to a print found on a plastic bag used by terror-
ists in the Madrid train bombing of March
2004. The print was of poor quality and the
Spanish authorities who had provided it
warned American investigators early in the
case that the print did not match Mr.
Mayfield’s.'” But the U.S. Justice Department
used a “material witness” law to round up Mr.
Mayfield anyway on the evidence, bolstering
their case by painting him as a Muslim extrem-
ist. The affidavit that secured the arrest made
much of the fact that he had converted to Islam,
was married to an Egyptian-born woman, and
had once briefly represented one of the
“Portland Seven” in a child custody case."*

Spanish authorities eventually matched the fin-
gerprint, along with other evidence, to Ouhnane
Daoud, an Algerian living in Spain.'” Brandon

Mayfield had not travelled outside the United
States for over a decade.” The F.B.I.,, which
originally said it was absolutely certain the print
was Mayfield’s, subsequently claimed it was “of
no value for identification purposes”.

d) Getting People Off the Street: Arbitrary
Detentions

In the low-tech version of risk assessment,
governments wanting to eliminate risk have
indiscriminately swept people off the streets —
using detentions without charge and indefinite
confinements that violate constitutional guar-
antees and human rights obligations.

Under human rights law, arbitrary detentions
are justified only in a time of public emergency
which threatens the life of the nation, and only
if the state publicly declares such an emer-
gency. Then, the derogation from rights may
only be carried out “to the extent strictly
required by the exigencies of the situation”,
and without discrimination.'®

As described earlier, the Bush Administration
detained masses of people after September 11,
2001, and it did so without declaring the state of
emergency required under international human
rights law. The Administration had sought
power to detain non-citizens without charge and
without judicial review in the USA PATRIOT
ACT, but Congress had refused this request.
Undeterred, the Administration created the
power on its own, by quietly issuing an admin-
istrative order. The order allowed INS to hold
non-citizens on immigration charges for 48
hours without charges, and to extend that time
indefinitely “in the event of an emergency or
other extraordinary circumstances”."

The move was an end-run around democratic
processes and around the constitutional protec-
tions for accused people in criminal processes.
In criminal cases, the U.S. Constitution
requires charges to be laid in a timely manner,
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and guarantees detainees the right of habeas
corpus.'® The U.S. Supreme Court has held that
the government must charge a detainee, and a
judge must determine there is probable cause to
substantiate the charge, within 48 hours.'® By
holding people on immigration charges while
they were in fact being investigated for links to
criminal activity (terrorism), the government
deliberately sought to deny them these consti-
tutional rights.'*

During this period, some 1,500 to 2,000 people
with origins in Muslim countries were rounded
up and held,” and at least 762 were then
charged with immigration charges and detained
longer.'. The government refused to release
the names of those held or to allow nongovern-
mental organizations to monitor their treat-
ment. The average detention lasted for three
months — until the F.B.I. determined that the
individual had no links to, or knowledge of,
terrorism.'” None of those held on immigration
charges has been charged with involvement in
the September 11 attacks. With the exception
of four people indicted in August 2002 on
charges of support for terrorism, none had been
charged with terrorism offenses as of
September 2002.'

A 2003 report by the U.S. Office of the
Inspector General confirmed that the govern-
ment held many of these detainees on immi-
gration charges for prolonged periods without
charges, denied them habeas corpus, denied
them contact with the outside world, impeded
their right to counsel, overrode judicial orders
to release them on bond, subjected them to
coercive interrogations and solitary confine-
ment, and allowed them to be physically and
verbally abused because of their national ori-
gins.'”

The U.S. has also been “getting people off the
street” within its own borders by abusing
“material witness” laws that allow police to
hold someone for questioning without having
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probable grounds to hold them as criminal sus-
pects (as in the Brandon Mayfield case
described earlier). A district court judge has
declared, “The government’s treatment of
material witness information is deeply trou-
bling ... The public has no idea whether there
are 40, 400, or possibly more people in deten-
tion on material witness warrants” The U.S.
government is also holding U.S. citizens it has
designated as “enemy combatants” — a term
that does not exist in international humanitari-
an law. While the U.S. Supreme Court upheld
detention on this basis in the case of Yaser
Esam Hamdi, a U.S. citizen allegedly captured
during hostilities in Afghanistan,” the U.S.
District Court has recently ruled (on remand
from the U.S. Supreme Court) against the gov-
ernment in the case of Jose Padilla, a U.S. citi-
zen apprehended in the U.S.'»

In the U.K., the government held more than a
dozen foreigners in indefinite detention with-
out charge under the Anti-Terrorism, Crime
and Security Act 2001. As of October 2004,
seven had been detained for more than two
years. None had been charged with a crime.
Indefinite detention was condemned by two
U.K. parliamentary committees, both of which
asked that the practice be “replaced as a matter
of urgency”, arguing that it was unjust and
undermined respect for human rights.” In
December 2004, the House of Lords found that
the provisions that allowed the detentions were
illegal (See Resisting the Registration and
Surveillance Agenda, p. 49).

In Canada, as of December 2004, at least six
men were being detained indefinitely without
charge under “security certificates” issued by
the Minister of Public Safety and Emergency
Preparedness and the Minister of Citizenship
and Immigration.” The Canadian Anti-
Terrorism Act provides authorities with addi-
tional power to detain people without charges
using “preventative arrests”."”
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e) Broad Strokes: The U.N. List

As the mass detentions carried out by the U.S.
described above show, low-tech risk assess-
ment, like high-tech risk assessment, often cuts
a broad swath. This can also be seen in the list
of names compiled pursuant to U.N. Security
Council Resolution 1373, which calls on states
to freeze the assets of terrorists or those sup-
porting them.

It is not known whether there are any criteria
for the list; if there are, they are not public. If
they exist, the story of Liban Hussein suggests
the criteria must be very loose. On November
7,2001, the U.S. government issued a list of 62
people and businesses whose assets were to be
frozen. In a speech that day, President Bush
said there was clear evidence that the people on
the list were the “quartermasters of terror”."
The U.S. list was then adopted by the U.N. in
its list for freezing assets, and by other U.N.
member states including Canada. Shortly
thereafter, the Canadian government froze the
Canadian assets of Liban Hussein, a Somali-
born Canadian businessman who ran a money
transfer business in Dorchester, Massachusetts
and whose name was on the U.S. and U.N.
lists.'”

Canada jailed Hussein briefly, made it a crime
for anyone to do business with him, and took
steps to have him deported to the U.S. Then in
June 2002, proceedings against him were
abruptly terminated when the Department of
Justice admitted that further investigation had
revealed no evidence to suggest he had any-
thing to do with terrorism. After having devas-
tated the man’s business, the Canadian govern-
ment removed his name from its list for freez-
ing assets and settled out of court with him.
Eventually his name was removed from the
U.S. and U.N. lists as well."™

Reportedly, there are a number of people on the
U.S. list who, like Liban Hussein, run hawalas.

Hawalas are traditional, informal money-trans-
fer businesses which Somalis use to send money
to Somalia, since the normal banking system
there collapsed in the early 1990’s. Around two
thirds of the money transferred to Somalia is sent
through al-Barakaat, one of the largest hawalas.
In Sweden, authorities froze the accounts of
three organizers of al-Barakaat, Swedish citi-
zens of Somali origin, in order to comply with
the E.U. and U.N. lists. But because the three
were so obviously innocent, a public campaign
started up and quickly raised 22,000 euros for the
men’s basic needs. Lawyers for the three men
met with the European Commission, the
European Parliament and the U.N. Committee
on Human Rights and also lodged a case at the
European Court.

At no time throughout the affair did the U.S.
present any evidence or specific accusations
against the three men. To have their names
removed from the lists they were ultimately
forced to sign a statement for U.S. authorities
saying that they had never been and never would
be involved in the support of terrorism and
would immediately cease all contacts with al-
Barakaat. A joint request from Sweden and the
U.S. to the U.N. Sanctions Committee then
resulted in a decision to remove their names from
the various lists. A Swedish parliamentary
inquiry concluded that although the government
should have reacted much earlier, and at the very
least asked questions before implementing the
U.N. and E.U. lists, it had not had many options,
due to its obligations in international law."”

f) Disciplining Dissent

In the low-tech version of risk assessment,
governments often give way to an impulse to
punish dissent.

i) Targeting the “Unpatriotic” in the U.S.

The American Civil Liberties Union (ACLU)
and newspapers across the United States have
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documented numerous instances in which U.S.
authorities have made extremely questionable
risk assessments, targeting citizens who have
criticized the policies of the Bush
Administration.” This is partly the fault of the
definition of “terrorist” in the US4 PATRIOT
ACT, which is so broad that it sweeps in legiti-
mate activities of dissent. But the targeting of
dissenters is also happening because a climate
exists in times of danger in which there is enor-
mous pressure to conform to what is viewed as
“normal” and “patriotic” behaviour — and an
enormous tendency to engage in a “circling of
the ideological wagons” and a collective witch
hunt for the “enemy within”.

Richard Bourne, a social critic during another
highly polarized time in American history, the
First World War, reflected that war ... automat-
ically sets in motion throughout society those
irresistible forces for uniformity, for passionate
cooperation with the Government in coercing
into obedience the minority groups and individ-
uals which lack the larger herd sense.”* In such
a time it can be dangerous to be “different”, or
to exercise that quintessential right of American
democracy, the right to dissent.

A Senate committee, reporting on the elimina-
tion of restrictions on the F.B.I.’s ability to
surveil U.S. citizens, wrote that the agency.
had adopted the “belief that dissident speech
and associations should be prevented because
they were incipient steps towards the possible
ultimate commission of an act which might be
criminal”.’ In the same vien, a spokesperson
for the California Anti-terrorism Information
Center, has evinced the belief that dissenters
from the “war on terror”, and the war on Iraq
in particular, could well be characterized as
terrorists:

“If you have a protest group protesting
a war where the cause that’s being
fought against is international terror-

ism, you might have terrorism at that
[protest]. You can almost argue that a
protest against that [war] is a terrorist
act.”®

Many of the instances documented by ACLU
and journalists involve people protesting the
war in Iraq. In spring 2004, for example, the
F.B.L. served a subpoena on Drake University
regarding an anti-war conference that was held
there.™ In 2003, New York police questioned
anti-war protesters about their political activi-
ties and associations.'

But other dissenters from Bush Administration
policies have also been targeted. In October
2001, A.J. Brown, a 19-year-old freshman
nearly jumped out of her skin when the U.S.
Secret Service knocked on her door. They had
received an anonymous report that Brown had
an “anti-American” poster in her student digs.
Did she have any information about
Afghanistan? No. About the Taliban? No. Only
a poster opposing the death penalty, which
showed George Bush holding a rope in front of
rows of hanged corpses, with the caption, “We
hang on your every word”.'*

ii) The U.S. “No Fly” List

The names of peace activists, civil libertari-
ans, Quakers, and a satirical cartoonist have
shown up on the U.S. on the “no fly” list,
the “low-tech” version of the high-tech
CAPPS 11/ Secure Flight passenger screen-
ing program.

Jan Adams and Rebecca Gordon were pulled
aside in San Francisco International Airport
and told they could not board their flight
because their names appeared on the list. The
two women, who are peace activists and pub-
lish a newspaper called War Times, were not
told how their names got on the list or how they
could have them removed. There appeared to
be no reason for their inclusion on the list,
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other than the fact that they had been exercis-
ing their right to disagree with the government.
An ACLU lawyer, a retired Presbyterian minis-
ter, a man who works for the American Friends
Service Committee (a Quaker organization
whose purpose is to promote peace and social
justice), and an ACLU special projects coordi-
nator'” have also been among the many pas-
sengers pulled aside under the U.S. “no fly”
list. In Canada, Shaid Mahmoud, a Toronto edi-
torial cartoonist who has been critical of U.S.
and Israeli foreign policies, was refused the
right to buy a ticket by an Air Canada agent
because his name appeared on the U.S. list.'*

The “no fly” list is run by the Transportation
Security Administration, with names fed to it
by the F.B.I. and intelligence agencies. Airlines
are required to stop passengers whose names
appear on the list from flying, or to subject
those identified as “selectees” to more rigorous
security screening. Despite requests under the
American Freedom of Information Act, there
has been no disclosure of the purpose of the
list, or the criteria for adding names to it.

Once a person’s name appears on the list,
there seems to be no established procedure
for removing it. Massachusetts Senator Ted
Kennedy was stopped from getting on a plane
from Washington to Boston by a ticket agent
who reportedly saw his name on the “no fly”
list. Eventually Kennedy was allowed to fly
home, but he was stopped again on the return
journey to Washington. In order to get his
name removed from the list he had to to enlist
the help of Homeland Security Secretary Tom
Ridge'™ Dozens of men with the misfortune
to be named David Nelson have been ques-
tioned by ticket agents, pulled off planes and
interrogated."”

In September 2004, Canada admitted it was in
the process of establishing its own “no fly” list
pursuant to the new Public Safety Act.

However, in October 2004 the Minister of
Transport noted that the initiative was far from
being established because of the many legal
considerations it raised, including the guaran-
tee of free mobility in the Charter of Rights
and Freedoms and federal privacy laws that
limit distribution of personal information. "

iii) Open Season on Individuals and Groups
Challenging Repressive Regimes

In repressive regimes, the risk assessment
model being applied in the “war on terror-
ism” has allowed authorities to comfortably
declare an open season on dissidents and
groups challenging their power. PEN
International has reported that in Burma,
China, Colombia, Democratic Republic of
Congo, Indonesia, Jordan, Pakistan, Turkey
and other countries, authorities have
“[found] that defining their opponents as
‘terrorist sympathizers’ is a convenient way
of stifling opposition movements”.”> In
Tunisia, the lawyers of individuals charged
with terrorism have themselves been charged
with terrorism.”® In India, individuals
protesting the clearing of land for a business
development have been prosecuted under
antiterrorism legislation. In Eritrea, inde-
pendent newspapers have been shut down
and their journalists jailed after being
accused of having terrorist ties. In
Uzbekistan, members of the Human Rights
Society have been jailed on weak evidence
alleging they recruited Islamic militants. In
Colombia, President Andres Pastrana has
said that rebels in a four decade civil war
would be treated as terrorists “[a]nd in that,
the world supports us.”"*

On can imagine how much easier it will be for
these regimes to punish dissenters and oppo-
nents with the greater surveillance capabilities
and support from other countries they will have
under the new global infrastructure for mass
surveillance.
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g) A Plethora of Ballooning Watch Lists

In low-tech risk assessment, watch lists prolifer-
ate and they are often as dangerously flawed as
the watch lists created by high-tech methods.

In addition to the U.N. list, and the “no fly” list
described above, a plethora of low-tech lists
have sprung up since 9/11.

Myth #5: Terrorist watch lists
are a reliable product of inter-
national intelligence coopera-
tion and consensus.

None of these lists was the product of objec-
tive, careful international agreement. Even the
U.N. list is a compilation of national products
of variable reliability. In many countries the
definition of “terrorism” used to create lists is
so vague that, as the former Director of the
Canadian Security Intelligence Service has
said of the Canadian definition, it “...could
easily include behaviour that doesn’t remotely
resemble terrorism”. '

Opponents of a repressive regime in a liber-
ation movement or civil war could be labeled
“terrorists” under many countries’ defini-
tions of terrorism, even though they are not
targeting civilian populations. In fact, the
U.S. Military Commission Instruction No. 2
on “Crimes and Elements for Trials by
Military Commission” and its Comments, for
example, define the offence of “terrorism” as
including “an attack against a military objec-
tive that normally would be permitted under
the law of armed conflict”!"*

There is no due process afforded individu-
als or groups to allow them to challenge
the inclusion of their names on a list. And,
once the “terrorist” label is fastened to
them, actions are taken against them with-
out normal legal protections being afford-

ed (protections such as presumption of
innocence, the right to know the evidence
and allegations against one and to
respond, the right to remain silent, and
habeas corpus). This is the essence of the
risk assessment model: it treats as intol-
erable risks the very legal protections that
are fundamental to free and democratic
societies.

In the U.S. there were, until recently, nine
agencies administering twelve different
watch lists. Each of these watch lists was
created for a different purpose, using differ-
ent criteria. The government has enough
information to justify suspicions that some
of the people on these lists are dangerous.
Others are suspected of being dangerous, but
the evidence is thin. Others should simply
not be on any list: they are there because of
some misspelling of their name, or on the
basis of some mistaken assumption about
their background, or due to crude ethnic and
religious profiling, or because they have
been critical of the government, or because
some state agent decided that he or she
would rather be “safe than sorry”."” The
F.B.I. stopped Air France and British
Airways flights to the U.S. in late 2003,
based on matches with names on terrorist
lists. The suspects turned out to be a five
year-old child with a similar name to a want-
ed Tunisian, a Welsh insurance salesperson,
an elderly Chinese woman, and a prominent
Egyptian scientist. “A check was carried out
in each case and in each case it turned out to
be negative,” a spokesman for the French
Interior Minister said, “the F.B.I. worked
with family names and some family names
sound alike.”"”

In short, the U.S. lists have “been created
haphazardly and without the carefully con-
structed checks and balances that such
powerful instrument[s] demand.”” And
the lists are certainly bloated. At various
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times, news reports have put the numbers
of names on the U.S. lists in the millions.*

Recently, a Terrorist Screening Center was
created in the U.S., under the lead of the
F.B.I., to merge the lists.* However, critical
questions remain to be resolved. Who will
have the authority to add names to the list,
using what criteria, and for what purpose?
How will the F.B.I. allow individuals to
know if they are on the list, address the lack
of due process for individuals wrongly
included on the list, maintain the accuracy of
the list, and ensure that authorities identify-
ing someone on the list know why that per-
son is on the list and what action is appropri-
ate to take? How will information be shared
among agencies, and will private companies
have access to it?

To date, there has been a troubling involve-
ment of the private sector with the watch
lists. As with the surveillance of electronic
communications, private organizations and
corporations are being turned into the agents
of the state. Under a program called “Project
Lookout”, the F.B.I. circulated a list of hun-
dreds of names to corporations. The list,
which was full of inaccuracies and contained
the names of many people with whom the
F.B.I. simply wanted to talk, was widely
shared and quickly took on a life of its own.*?
Health insurance giants looked through mil-
lions of customer records. Blue Cross found
no terrorists, but 6,000 false positives (out of
6 million records) were generated, all of
whom were investigated further by the com-
pany’s employees. Aetna searched through
13 million records. The F.B.I. admitted it had
no way to remove innocent people from the
list, because its distribution had spun out of
its control.”

As mentioned earlier, financial companies
(under s. 326 of the USA PATRIOT ACT), and
businesses involved in helping individuals to

buy or sell property, (under Executive Order
13224) must verify each customer’s identity
and then check whether the person is on a
government watch list (see p. ).*

3. Kafka

The post-9/11 world of “risk assessment” -
whether one is experiencing the “high-
tech” version or the “low-tech” version - is
Kafkaesque.*®

It is a world in which individuals are pre-
sumed guilty, detained and not told the
charges against them, denied the right to face
their accusers, denied the right to know the
evidence against them and the criteria by
which they are being judged, and given no
legal recourse and no one to advocate for
them.

SEVENTH SIGNPOST: DEEP INTE-
GRATION AND THE LOSS OF SOVER-
EIGN CHECKS AND BALANCES

When all the initiatives described above are
viewed together, what emerges are the
“contours of a vast, increasingly integrated
multinational registration and surveillance
system, with information floating more or
less freely between subsystems”.?*

As this system emerges, the police, securi-
ty intelligence, and military operations of
many nations are becoming deeply inte-
grated with U.S. operations. National gov-
ernments are giving up sovereignty and
throwing aside national checks and bal-
ances in favour of an integrated security
space that is largely being designed and
controlled by the U.S.

Myth #6: If one is mistakenly
caught up in the global mass
surveillance net, one’s govern-
ment can protect one.
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As a result, when the U.S. government takes
aggressive action against the citizen of another
country on the basis of information shared by
that country’s officials, there is little the citi-
zen’s government can do to protect him or her.
This was painfully evident in the Arar case,
when the Canadian government was unable to
secure the release of Maher Arar for months,
even after meetings at the highest levels with
U.S. and Syrian officials.>”

Governments’ inability to protect their citizens
was also apparent when the Swedish govern-
ment sought to have several of its citizens’
names removed from the U.N. list after they
had been added at the request of the United
States. As mentioned earlier (see p. ), the
Swedish government had to negotiate with the
U.S. government in order to have the names
removed. Its citizens, who were of Somali ori-
gin, were forced to sign a statement for U.S.
authorities swearing that they never had sup-
ported and never would support terrorism, and
that they would cease all contact with the
hawala, al Barakaat.>

Myth #7: Governments want to
implement these systems to pro-
tect their citizens from terrorists.

There are various forces at work driving deep
integration with the U.S. There is certainly
some belief among governments that better
sharing and cooperation among states is nec-
essary in order to effectively counter interna-
tional terrorism. However, many of the agree-
ments and arrangements made are irresponsi-
ble in terms of the sovereign powers they cede
and the lack of adequate conditions and con-
trols they contain regarding the sharing of
information.

Some of the willingness of governments to
acquiesce to the integrated security space
demanded by the U.S. is rooted in oppor-

tunism. U.S. bilateral demands and those
channelled through international forums give
governments the excuse to do what they oth-
erwise might not be able to do - to increase
their social control within their own borders.
This is the eternal tendency of governments
and law enforcement, and it is the reason why
democracies have entrenched rights and
other institutional checks and balances.

In many cases, however, economic interests
also drive governments to acquiesce to the inte-
grated security space being pushed by the U.S.
The E.U., for example, feared the economic
consequences of its airline industry being
denied landing rights in the U.S. when
demands for PNR sharing were made; this was
part of what led it into negotiations for a formal
agreement on PNR sharing.>” In Canada, where
30 percent of the economy depends on exports
to the U.S.,>* where a border open to the flow
of export traffic is critical, and where powerful
business interests have been lobbying for
yearsfor deep integration with the U.S.,*" the
government was quick to negotiate a Smart
Border agreement and Action Plan that were,
in essence, a blueprint for many of the initia-
tives described above.

Many other countries that depend on trade
with, or aid from, the U.S. have found them-
selves in similar situations. Southeast Asian
governments, especially those of the
Philippines, Singapore, Thailand, Malaysia and
Indonesia, have cooperated closely with the
U.S. in its global campaign against terrorism.
The collaboration ranges from arresting
alleged terrorists based on shared intelligence
and allowing U.S. agents to interview
detainees, to facilitating the extradition of
detainees to the U.S., to legislating anti-terror
laws to serve the U.S.-led anti-terrorism cam-
paign,* to allowing U.S. military forces to lead
special operations against terrorist groups in
the country.”* The E.U. is also putting pressure
on countries, through aid, to cooperate with the
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security agenda it shares with the U.S. In
March 2004, E.U. foreign ministers backed a
declaration warning countries that they would
lose aid and trade with the powerful economic
bloc if their efforts in security cooperation
were deemed insufficient.>

The benefits of deep integration and a single
security space for the U.S. include the opportu-
nity to advance its hegemonic interests in
strategic regions. For example, years of U.S.
military presence were ended in the Philippines
as a result of popular protest, but the U.S.
reasserted its military presence after 9/11. This
was done, ostensibly, to assist in the capture of
Philippine-based terrorists, which would ordi-
narily be a law enforcement function of the
Philippine state. But it was done without a
treaty or even the usual “status of forces”
agreement, and represents one of the extremes
on the continuum of deep integration.>”

EIGHTH SIGNPOST: THE CORPORATE
SECURITY COMPLEX

In Dwight Eisenhower’s farewell address at the
end of his presidency in 1961, he warned the
American people about the rise of a powerful
military industrial complex that threatened the
foundations of American democracy:

This conjunction of an immense mili-
tary establishment and a large arms
industry is new in the American experi-
ence. ... The potential for the disastrous
rise of misplaced power exists and will
persist. We must never let the weight of
this combination endanger our liberties
or democratic processes. We should
take nothing for granted.”

Today, the same warning could be made with
respect to the new symbiotic relationship that is
developing between an immense security/intel-
ligence establishment and an ambitious infor-
mation technology industry. This new corpo-

rate security complex is an aggressive driver of
the project for global, mass registration and
surveillance.

For information technology corporations, the
paradigm of the “war on terror” is a boon after
the sector’s disastrous economic downfall in
the mid-to-late 1990s. It offers them a critical
opportunity for recovery and expansion, and
they have been quick to seize it — setting in
motion a powerful lobby to promote techno-
logical solutions for governments that purport-
edly “increase” security and “eliminate” risks.

For the government security/intelligence com-
munity, left searching for a raison d’étre after
the end of the Cold War, the “war on terror”
offers an unprecedented opportunity to
increase its investigative and surveillance pow-
ers by tapping into the possibilities offered by
new information technologies. And many of
these technologies are owned or being devel-
oped by the private sector.

However, the private sector offers something
more than technology to government agencies:
it offers a way around some of the laws and
accountability mechanisms that govern gov-
ernment agencies. For example, contracting
with private data aggregation corporations
allows government agencies to access massive
databases of personal information they would
not, under privacy and other laws, be able to
maintain themselves. Contracting with private
corporations for the development of data min-
ing projects similarly allows government agen-
cies to evade privacy. To some degree, it also
allows governments to shield the projects from
public scrutiny.

Billions of dollars, euros, and other currencies
fuel the corporate security complex.

In the U.S., an estimated $115 billion was allo-
cated for research and development of anti-ter-
ror initiatives in 2003 alone. The estimated
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allocations up to 2010 are $130 billion to $180
billion a year.>”

A security research program announced by the
E.U. in February 2004 is intended to make the
E.U. the rival of the United States in security
technology. This “comprehensive” research
program is aimed explicitly at building a “secu-
rity culture” in Europe with the help of the
“security industry and the research communi-
ty”. The program is charged, among other
things, with:

[demonstrating] the appropriateness
and acceptability of tagging, tracking
and tracing devices by static and
mobile multiple sensors that improve
the capability to locate, identify and
follow the movement of mobile assets,
goods and persons, including smart
documentation (e.g. biometrics, auto-
matic chips with positioning) and data
analysis techniques (remote control and
access).”'*

This research program is being developed
based on the recommendations of a “Group of
Personalities™ that included representatives of
eight multinational companies (including BAE
and Siemens) and seven “research” institutions
(including the Rand Corporation).>* By 2007,
the European Commission will be providing
the security research program with more than a
billion euros a year.

In Canada, the government announced a com-
prehensive $Cdn. 7.7 billion package for securi-
ty spending over a five-year period in its 2001
budget. The package included substantial spend-
ing on surveillance and security technology.™

The major surveillance projects promoted to
date by the American government — such as the
Terrorism [Total] Information Awareness
System, MATRIX, US-VISIT and CAPPS
II/Secure Flight programs — have provided for-

midable business opportunities and profits for
technology corporations.

Data aggregator companies like Lockheed
Martin, Acxiom, Lexis-Nexis, ChoicePoint and
others are major winners in these multi million
dollar ventures. ChoicePoint alone claims to
have contracts with some 35 U.S. government
agencies, including a $8 million contract with the
Justice Department that allows the F.B.I. to tap
into the company’s vast database of personal
information on individuals. The Georgia-based
company increased its lobbying expenditures
from $100,000 in 2000 to $400,000 in 2002.>

Prior to being forced by Congress to abandon
research on TIA in the fall of 2003, the Defense
Advanced Research Projects Agency oversaw
a budget of roughly $2 billion and relied heav-
ily on outside contractors. Between 1997 and
2002, it granted contracts to data aggregator
companies worth $88 million. Among these, 13
contracts worth more than $23 million went to
Booz Allen & Hamilton, and 23 contracts
worth $27 million were granted to Lockheed
Martin.>

Although TIA was shelved at the federal level,
the MATRIX program has been in the process
of implementation at the state level since 2002.
As mentioned earlier, it ties together govern-
ment and commercial databases in order to
allow authorities to conduct detailed searches
on individuals, and to search for patterns in the
databases that are supposedly indicative of ter-
rorist or criminal activity. Maintenance of the
system has been contracted out to Seisint Inc.,
based in Boca Raton, Florida. By the fall of
2003, Seisint had received $12 million in
Federal funds to run the system.> In January
2003, a presentation about MATRIX was deliv-
ered by its promoters to U.S. Vice-President
Dick Cheney and other top U.S. officials by
Seisint, Florida Governor Jeb Bush and
Florida’s top police official.>
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The US-VISIT program is another goldmine
for the corporate sector. Congress appropriated
$368 million in 2003 to develop the system and
install it in airports, and $330 million to expand
the system to land borders in 2004.>¢ In May
2004, the Department of Homeland Security
issued a call for bids to extend the system at
sites abroad where people seek visas to the
United States. Three companies vied for the
contract — Accenture, Computer Sciences and
Lockheed Martin.  Accenture, the winner,
could earn as much as $10 billion in the ven-
ture by 2014

Lockheed Martin, a giant of the military
industrial complex, received a five-year,
$12.8 million contract to assist the
Transportation Security Administration in the
development of the CAPPS II program.
Before its inauguration was postponed, more
than $60 million had been spent on the devel-
opment of computer technology intended to
verify individuals’ identities’ against com-
mercial databases.>

CAPPS 1I relied heavily on data and identity-
matching logarithms developed by Acxiom.
The Little Rock-based company is the world’s
largest processor of consumer data, collecting
and manipulating more than a billion records a
day, and is rapidly expanding its reach in
Europe and Asia.*" Since 9/11, Acxiom has
been lobbying for federal contracts in home-
land security with the help of retired general
and presidential candidate Wesley Clark and
Bill and Hillary Clinton. Clark has also lobbied
on behalf of Lockheed Martin. In February
2003, the TSA made Lockheed Martin its main
contractor on CAPPS II, and Acxiom obtained
an important subcontract.>:

Biometric passports and the US-VISIT pro-
gram aim to biometrically identify the world’s
passport holders, and this also offers the
prospect of huge profits for corporations glob-

ally. The contract awarded by the Swedish gov-
ernment to Setec, a Finnish company, to supply
biometric passports and ID cards over the next
five years is worth 100 million euros.”* Another
lucrative contract with the Danish government
will see Setec provide three million Danes with
biometric passports.>*

In Canada, ACME-Future Security Control, an
Ottawa-based company, was chosen by the
Canadian Air Transport Security Authority to
develop a secure credential card, using biomet-
ric technologies, for individuals accessing
restricted areas of airports.>

In Asia, the Indian smart card industry is grow-
ing at a rate of 45% annually, and will be worth
$6 billion (U.S.) by 2010 and companies like
Sony, Infineon and Hitachi are “licking their
lips”.>¢

IT corporations, such as Oki, have recently
moved into the biometrics sector, anticipating
its potential. Oki now specializes in iris scans
and is working for the German government on
a pilot project in the Frankfurt airport.®”
Corporations that specialize in biometrics, such
as Byometric Systems (Germany), Bioscrypt
(Canada) and BioDentity (Canada), are aggres-
sively looking for a piece of the anti-terrorism
action. On its website, BioDentity quotes a
Frost & Sullivan claim that “[c]utting-edge
security systems could have prevented the
catastrophe — the worst terrorist attack in U.S.
history”.>*

Corporations have been quick to seek relation-
ships globally with security apparatuses. SITA
Information Networking Computing, an IT
company registered in the Netherlands, is now
implementing “intelligent border services” in
Bahrain, Australia and New Zealand, including
a tracking system that analyzes the travel pat-
terns of high risk passengers.® Siemens, a
company based in Germany, is now providing
passports to the U.K. government, national ID
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cards with chips and biometrics to Macau, ID
cards to Bosnia-Herzegovina and Italy, and
visas to Norway.* In 2002, the France-based
Thales Group sought and won the contract for
the Chinese ID card.> In September 2004, the
Canadian government facilitated the mission of
a Canadian trade delegation to China to pro-
mote the sale of surveillance and security tech-
nology to the Chinese government, including
closed circuit television devices, night-vision
products, face recognition technology and
computer systems for monitoring the
Internet.>

In the fray of all the activity described above,
corporations are constantly “pushing the
envelope” of social control by technological
means - egging on governments to embrace
bigger, newer, and more intrusive systems of
social control.

It is not implausible in the new world order
that corporations will sell governments on
the idea that their populations should be
required to have computer chips implanted
under their skin, so that the state may better
control them. In October 2004, the U.S. Food
and Drug Administration authorized Applied
Digital Solutions, a Florida-based company, to
market implantable chips for patients that will
encode their medical records. The company
expressed the hope that the medical use of its
VeriChips would accelerate the acceptance of
under-the-skin ID chips as security and access
control devices.*

Eisenhower’s warning that we should take
nothing for granted, it would appear, has
never been more relevant.

NINTH SIGNPOST: THE EXPRO-
PRIATION OF THE DEMOCRATIC
COMMONS

The global project for mass registration and
surveillance that governments and corporations
are building in the name of protecting freedom

and democracy is, in fact, threatening those
very values around the world. In the North and
in the South, the East and the West, the demo-
cratic “commons” that have been won after
centuries of struggle are being expropriated.
Misguided governments pushing to implement
the global surveillance project are:

» suspending judicial oversight over law
enforcement agents and public officials;

* placing unprecedented power in the hands of
the executive arm of government;

* making end-runs around the oversight and
debate normally provided by the legislative
arm of government;

* inviting unelected, unaccountable suprana-
tional bodies to set policy for them;

* abandoning well-established privacy protec-
tions for citizens;

* ignoring constitutional guarantees;

* rolling back criminal law and due process
protections (such as the presumption of inno-
cence, habeas corpus, solicitor-client privilege,
public trials, the right to know the evidence
against one and to respond, reasonable grounds
for search and seizure, and the right to remain
silent) that balance the rights of individuals
against the power of the state;

* systematically violating basic human rights;
and

« endangering the rule of law itself.

Governments have been able to make these
changes in democratic countries by declaring
a state of crisis. But the “war on terror” is a
war without end, so the state of crisis is per-
manent, not temporary. As a result, demo-
cratic societies are in grave danger of being
turned, over time, into surveillance societies
- or worse, into police states.
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In undemocratic societies, the prospects for free-
dom are fading. Emboldened by the abandon-
ment of democratic values in Western countries,
governments in these countries are abandoning
democratic reforms and tightening their grip on
power. In Russia, for example, President
Vladimir Putin announced, in September 2004,
plans for a sweeping political overhaul in the
name of fighting terrorism. If adopted as expect-
ed, his controversial proposals will strengthen
the president’s already extensive control over the
legislative branch and regional governments.**

In the 18" century, English philosopher Jeremy
Bentham proposed an architectural design for
what he considered the perfect prison. It enabled
one unseen warden to watch all of the prisoners
in an institution. Bentham called his design the
“Panopticon”. His idea was that if prisoners
never knew when they were actually being
watched — only that they might be watched at
any time — they would begin to modify their
behavior. Fearing they could be seen, and fear-
ing punishment for transgressions observed,
they would begin to internalize the rules of the
institution so that actual punishment would
eventually be rendered superfluous.>

As people begin to realize that every transac-
tion in their personal lives is potentially being
watched - and that their innocent actions and
beliefs can be easily misconstrued by risk
assessors in their own and other countries,
they will begin to internalize the social con-
trol that is being exerted by governments,
watching what they say, what they criticize,
who they associate with, and what they pro-
fess to believe in.

French philosopher Michel Foucault wrote
that:

In appearance [panopticism] is merely
the solution to a technical problem, but,
through it, a whole new type of society
emerges [transported] from the penal
institution to the entire social body.**

TENTH SIGNPOST: A LOSS OF
MORAL COMPASS - RENDITION,
TORTURE, DEATH

One commentator, reflecting on the implica-
tions of writing about biometric registration
and mass surveillance, has written:

There has been an attempt the last few
years to convince us to accept as the
humane and normal dimensions of our
existence, practices of control that had
always been properly considered inhu-
mane and exceptional.*’

To this observation, it could be added that once
societies begin to accept inhumane and excep-
tional practices of social control, they begin to
lose their moral compass.

It is now clear that the U.S. and other countries
participating in the global surveillance project
are engaging in torture, inhumane treatment,
and indefinite detention of detainees of the
“war on terror’” in their own facilities, as well
as sending suspects to third countries where
they face torture, inhumane treatment, and
indefinite detention. So that the worst that indi-
viduals have to fear from the global system of
mass surveillance is something far darker than
“mere” loss of privacy, civil liberties, freedom
of movement, or loss of democratic patri-
monie: that is, that the system runs alongside
and feeds into what some commentators are
calling a global gulag.

1. The Global Gulag

a) Detention Centres Used by the U.S.

When Alexander Solzhenitsyn wrote The
Gulag Archipelago in the last half of the 20"
century, he described a physical chain of island
prisons clustered in Soviet Russia’s northern
seas and Siberia. But the description was
metaphorical as well as physical: the archipel-
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ago was a cluster of prisons around which
swirled the sea of normal society.”* Before and
during Solzhenitsyn’s time, people were often
sent to the gulag secretly, without due process,
and many disappeared, never to be seen
again.>

Like the Russian system that Solzhenitsyn
described, the United States is operating an
archipelago of prison camps and detention cen-
tres around the world that remains largely
unseen by the world. Some of these are being
run directly by the U.S. — including Camp
Delta at Guantanamo Bay in Cuba; Bagram
and other military bases in Afghanistan; Camp
Justice on British Diego Garcia; a floating
detention centre on board a U.S. naval vessel in
the Indian Ocean; Camp Cropper at the
Baghdad airport and other detention centers in
Iraq; the U.S. airbase in Qatar; a jail with an
undisclosed location referred to by the C.I.A as
“Hotel California”; and other C.I.A. centres
disclosed and undisclosed in Afghanistan,
Pakistan, Thailand, Jordan, Qatar, and else-
where.>

Other detention centres are run by allies of the
U.S. in its “war on terror”, in close cooperation
with U.S. agencies like the C.I.A.. These cen-
tres are located in Jordan, Syria, Egypt,
Morocco, Saudi Arabia, Uzbekistan, and
Pakistan — countries with documented records
of using torture in interrogation and indefinite
detention.® Among the worst are the Far’
Falastin interrogation centre in Damascus,
Syria, where Maher Arar was held, and the
Scorpion jail and Lazoghly Square secret
police headquarters in Cairo.”® Former C.L.A.
agent Bob Baer, who worked covertly for the
U.S. across the Middle East until the mid 1990s
has said, “If you want a serious interrogation,
you send a prisoner to Jordan. If you want them
to be tortured, you send them to Syria. If you
want someone to disappear — never to see them
again — you send them to Egypt.”

Although difficult to verify, Pentagon figures
and estimates of intelligence experts put the
number of people being held by the U.S,,
directly or at its request, at more than 9,000 as
of May of 2004 .>

b) The Practice of Rendition

Many detainees have been transferred to deten-
tion centres in other countries from the Afghan
and Irag> theatres of war, in contravention of
Art. 49 of the Fourth Geneva Convention,
which provides that “[i]ndividual or mass
forcible transfers, as well as deportations of
protected persons from occupied territory to
the territory of the Occupying Power or that of
any other country ... are prohibited, regardless
of their motive”. However, the Bush
Administration has also moved detainees to
and between detention centres using an exist-
ing American practice known as “extraordinary
rendition”.

The practice was developed as “rendition to
justice” in the late 1980s, reportedly to allow
U.S. agents to apprehend wanted persons in
failed states like Lebanon,” where lawful
extradition procedures were either ineffectual
or non existent. Before September 2001, the
C.ILA. was authorized by presidential direc-
tives to carry out renditions, but the rules were
restrictive, requiring review and approval by
interagency groups led by the White House.
The purpose of the procedure at that time was
to bring prisoners to the United States or to
other countries to face criminal charges.*’

According to current and former government
officials, days after September 11, 2001,
President Bush signed a directive that gave the
C.ILA. expansive authority to use rendition
without case-by-case approval from the White
House, the State Department, or the Justice
Department.> Since then, the program has
“expanded beyond recognition — becoming,
according to one former C.ILA. official, ‘an
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abomination’”.> Rendition is now being used —
not to bring a small number of individuals
charged with criminal offenses to face trial in
the U.S. — but to transfer a large group of
individuals who will likely never have crimi-
nal charges brought against them to detention
centres outside of the U.S., and solely for the
purpose of detention and interrogation.” As
another C.I.A. official has said of the current
practice, “It’s not rendering to justice. It’s
kidnapping.”

This new form of rendition has become one of
the principal strategies of the U.S. in the “war
on terror”.

Under the new form of rendition, the United
States picks up individuals around the world
with the help of its allies, and transfers them to
extraterritorial detention camps and centres on
jets operated by the U.S. Special Collection
Service. The service runs a fleet of luxury
planes and military transports that has moved
thousands of prisoners around the world since
September 11, 2001 — much as the C.I.A.’s
secret fleet, “Air America”, did in the 1960s
and 70s.>*> Maher Arar was transported to
Jordan (on his way to Syria), in this way.

c) Disappearance

The operations of the Special Collection
Service air fleet, and of the detention centres to
which it delivers detainees, are shrouded in
secrecy.””® With few exceptions, when detainees
arrive at their destinations either as rendered
suspects or as prisoners captured in a theatre of
war, they disappear.

The Geneva Conventions require the prompt
registration of detainees captured in theatres of
war, so that their treatment can be monitored.>
Under the Rome Statute of the International
Criminal Court, “enforced disappearance” is a
“crime against humanity” and is defined as
“the arrest, detention or abduction of persons

by, or with the authorization, support or acqui-
escence of, a State or a political organization,
followed by a refusal to acknowledge that dep-
rivation of freedom or to give information on
the fate or whereabouts of those persons, with
the intention of removing them from the pro-
tection of the law for a prolonged period of
time.”* While the U.S. is not a signatory to the
Rome Statute, the Statute’s definition arguably
codifies existing international law regarding
disappearances.

Although the U.S. has released the names of a
few of the high level Al Qaeda suspects it
holds,* and other detainees’ names have
become public through families’ efforts as in
the case of Maher Arar, the U.S. does not
release any details about the people it renders
to foreign prisons*” or about most of the people
the people it holds in C.I.A.-run detention cen-
tres. ** The latter have been called “ghost
detainees” by Human Rights Watch, since the
Bush Administration has consistently refused
to reveal their fate or locations.”” Recent addi-
tions to their ranks came from the Iraq theatre
of war when a number of detainees were kept
off the registers shown to the Red Cross there
with the approval of the U.S. Secretary of
Defense, Donald Rumsfeld. >

As of March 2005, the Bush Administration
was still refusing to release the names of
detainees held at Guantanamo Bay to lawyers
and the public — seven months after the U.S.
Supreme Court’s ruling in Rasul v. Bush™
which held that every detainee there had the
right to challenge his detention in federal court.
Most of these detainees were transferred from
the Afghan theatre of war but many have been
rendered there from other countries.>”

In 2002, at a joint hearing of the House and
Senate Intelligence Committees, Cofer Black,
then Head of the C.I.A. Counterterrorist
Center, spoke of the United States’new forms
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of “operational flexibility” in dealing with sus-
pected terrorists: “This is a highly classified
area. All I want to say is that there was “before
9/117, and “after” 9/11. After 9/11 the gloves
come off.””

d) The Assertion of a Legal Black Hole and
Authority to Torture

The Bush Administration has asserted that nei-
ther the U.S. Constitution,” nor the Geneva
Conventions,*” nor international human rights
law** apply to “enemy” or “unlawful combat-
ants” in the “war on terror”. In other words,
according to the United States, these detainees
exist in a legal “black hole”. They are in a no
man’s land where the United States, and by
implication its allies, are free to act outside the
law, or to pick and choose what parts of the law
they will apply — as in the Military Orders and
Instructions®” for the detainees in Guantanamo
Bay.

While there is some basis in U.S. caselaw to
suggest that the U.S. Constitution does not
apply to aliens outside the U.S.7* the
Administration’s assertions in respect of the
Geneva Conventions and human rights obliga-
tions are false. Under the Geneva Conventions
there is no such category as “enemy” or
“unlawful” combatant. In armed conflict like
the war in Afghanistan or the war in Iraq, all
persons are covered under the Conventions
either as “civilians” or “combatants”.”” In
respect of human rights law, under the
International Covenant on Civil and Political
Rights (to which the U.S. is a signatory) states
arguably bear obligations wherever they have
jurisdiction.” Under the Convention Against
Torture (to which the U.S. is a signatory) states
are responsible for taking effective legislative,
administrative, judicial, and other measures to
prevent acts of torture in any territory under
their jurisdiction.® Finally, it is clear that,
under the customary international law of

human rights the detainees have due process
rights and protections against torture, arbitrary
and prolonged detention, and extra judicial
killing.>®

The Bush Administration has repeatedly
denied that it condones the torture of detainees
or that it has a policy of torture, but evidence
suggesting the contrary is mounting.

The American newsmagazine Newsweek has
reported that after September 11, 2001,
President Bush signed a secret order authoriz-
ing the C.ILA. to set up detention centres out-
side the U.S. and “to question those held in
them with unprecedented harshness”.>
According to Newsweek, agreements were then
negotiated with foreign governments with
respect to these sites, giving U.S. personnel
and private contractors immunity for their
actions there.

Newspapers have also reported on a series of
internal legal memoranda, collectively referred
to as “the torture memos”. These memoranda,
some of which were leaked and some of which
were made public by groups such as the N.Y.U.
Center for Law and National Security, advise
the Bush Administration, in essence, on how to
engage in practices of inhume treatment and
torture, and justify or redefine the conduct.
According to the New Yorker, most of the
memoranda “were generated by a small hawk-
ish group of politically appointed lawyers in
the Justice Department’s Office of Legal
Counsel and in the office of Alberto Gonzales”.
» At the time the memoranda were written,
Gonzales was White House Legal Counsel.
More recently, he has been appointed by
President Bush to be the new Attorney General
of the United States.

* A series of memoranda written in January
2002 by the Justice Department, provided legal
arguments to support Bush Adminstration offi-
cials’ assertions that detainees captured in the
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Afghan theatre of war did not have to be treat-
ed in accordance with the Geneva Conventions,
creating a new category not found in the
Geneva Conventions — that of “illegal enemy
combatant™

* An August 2002 memorandum signed by
Attorney General Jay S. Bybee , defined torture
as the intent to inflict suffering “equivalent in
intensity to the pain accompanying serious
physical injury, such as organ failure, impair-
ment of bodily function, or even death.”
According to newspaper reports, the memoran-
dum “also claimed that torture only occurs
when the intent is to cause pain. If pain is used
to gain information or a confession, that is not
torture.” These definitions of torture, of
course, do not accord with international law.>
But a senior Administration official is reported
to have said that the memorandum’s conclu-
sions align closely with the prevailing White
House view of interrogation practices.*

* Another memorandum advised interrogators
on how to shield themselves from liability
under the Convention Against Torture and the
federal Anti Torture Act, by contending that
prisoners were in the custody of another gov-
ernment and that U.S. officials were only
receiving information from the other country’s
interrogations.”

* A memorandum prepared by a Defense
Department legal task force drew on earlier
memos to declare that the President could over-
ride international treaty prohibitions and feder-
al anti torture law under his authority as
Commander-in-Chief to approve any technique
necessary to protect the nation’s security. The
memorandum also stated that Executive and
military officials could be immune from
domestic and international prohibitions against
torture for a variety of reasons, including a
belief by interrogators that they were acting on
orders from superiors “except where the con-

duct went so far as to be patently unlawful”.>"
This advice contradicts the Convention Against
Torture which states that “[n]o exceptional cir-
cumstances whatsoever ... may be invoked as
a justification of torture”, and, in particular,
that “[a]n order from a superior officer or a
public authority may not be invoked as a justi-
fication of torture.”

* According to the T7imes, “a secret memo
issued by Administration lawyers authorized
the C.I.A. to use novel interrogation methods —
including “water-boarding”, in which a suspect
is bound and immersed in water until he nearly
drowns.”>”

* A memorandum from Secretary of Defense
Donald Rumsfeld to General James T. Hill of
April 2003 outlined permitted interrogation
techniques for detainees in U.S. custody, which
included stress and duress methods.>*

* Finally, an F.B.I. email released in
December 2004 under a Freedom of
Information Act request repeatedly referred
to an Executive Order that permitted military
interrogators in Iraq to place detainees in
painful stress positions, to use hoods, to
intimidate detainees with military dogs, and
to use other coercive methods.>’

After the Abu Ghraib scandal in Iraq, the
August 2002 memorandum described above
was formally rescinded by the Justice
Department and replaced by a legal opinion
that stated torture should be more broadly
defined.> However, the Bush Administration
has fought vigorously against legislative
efforts to rein in the C.ILA. In early 2005,
“Republican leaders, at the White House’s urg-
ing, [blocked] two attempts in the Senate to
ban the C.I.A. from using cruel and inhumane
interrogation methods. An attempt in the House
to outlaw extraordinary rendition, led by
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Representative Markey, also failed”.”” In fact,
as of March 2005 the Administration was sup-
porting a provision in an intelligence reform
bill that would authorize U.S. authorities,
retroactively, to send foreigners suspected of
having links with terrorist organizations to
countries where they are likely to be tortured or
abused. The provision violates the Convention
Against Torture which prohibits states from
sending persons to countries where there are
grounds to believe they would be in danger of
being subjected to torture,” in that it shifts the
burden of proof to the detainee and raises the
standard of proof to “clear and compelling evi-
dence” that torture would occur.>”

e) Torture Committed by U.S. Personnel

In U.S. detention centres, prisoners have been
doused with cold water and subjected to freezing
temperatures,’ beaten,” denied medical treat-
ment,”” subjected to severe sleep deprivation,™
bound in awkward, painful positions for hours,**
blind-folded and thrown against walls, forced
off bridges, subjected to loud continuous music
and noises,” shot,” forced into asphyxiation,’”
water-boarded,’ had their 7 and 9 year old sons
picked up to induce them to talk,” been covered
with their own urine,”” strangled,”” had lighted
cigarettes put in their ears,” been chained in the
fetal position for 24 hours or more,* humiliated
by female personnel, bitten by dogs,”” banged
headfirst repeatedly into doors,” forced to
sodomize themselves,* held naked for long peri-
ods,” and thrown on top of each other and
jumped on.” Military pathologists have pro-
nounced as homicides the deaths of two prison-
ers in Afghanistan, but in many other cases the
military has not conducted autopsies and says it
cannot determine the causes of death.> As of
May, 2004, 39 prisoners had died in U.S. custody
in the “war on terror”.*»

A review of this record, alongside the memo-
randa, Executive Orders, and proposed legisla-

tion described earlier, show that the revelations
at the Abu Ghraib prison in Iraq which shocked
the conscience of the American people in 2004,
were by no means an isolated phenomenon. On
the contrary, they were part of a wider system
of abuse fostered, if not sanctioned, by the top
levels of the U.S. government.

f) The Plan to Build Permanent Prisons
Outside the U.S.

Michael Scheuer, a counter-terrorism expert
with the C.I.A. until 2004, helped establish the
practice of rendition. In a recent report he
pointed to the folly of the whole project. “Are
we going to hold these people forever?”...
Once a detainee’s rights have been violated you
absolutely can’t reinstate him into the court
system. You can’t kill him either. All we’ve
done is create a nightmare.”

“A senior U.S. official told the New York Times
in January 2005 that three quarters of the 550
prisoners then at Guantanamo Bay no longer
had any intelligence of value. But they would
not be released out of concern that they posed
a continuing threat to the U.S.”* In January
2005, the Washington Post and other newspa-
pers broke the story that the U.S. government
was thinking of building jails in foreign coun-
tries, “mainly ones with grim human rights
records, to which it [could] secretly transfer
detainees (unconvicted by any court) for the
rest of their lives .... beyond the scrutiny of the
International Committee of the Red Cross, or
any other independent observers or lawyers.”

Under the new scheme, most foreign detainees
are expected to be in the hands of the C.L.A.,
which is subject to less Congressional over-
sight than other U.S. agencies, operates in
secrecy and, as mentioned earlier, gives the
Red Cross, lawyers, the media and family no
access to detainees.”” One proposal is for the
U.S. to build new prisons in Afghanistan, Saudi
Arabia and Yemen. Those countries would run
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the prisons but U.S. officials would have
access to “ monitor human rights compli-
ance”.” Already, the U.S. has transferred 65
detainees from Guantanamo Bay to other coun-
tries, including Pakistan, Morocco, France,
Russia and Saudi Arabia so that they can either
be prosecuted (an unlikely prospect) or
detained indefinitely. The Defense Department
has also asked Congress for funds to build a
new prison at Guantanamo Bay, since, officials
say, any remnant population of detainees that
could not be transferred to other countries
would likely be held there indefinitely since
charges will never be brought against them.*

g) The Participation of Other Western
Democracies

Myth #8: Western Democracies
are defending democracy and
human rights around the world.

The new paradigm of having a global pool of
detainees held and transferred between centres
around the world and accessible to the security
agencies of the U.S. and its allies in the “war
on terror”, is not the policy of the U.S. alone,
but is one that is being embraced, acquiesced
to, or made use of by many of its Western lib-
eral allies.

The U.K. allows the C.I.A. to operate one of its
extraterritorial detention centres on the British
island of Diego Garcia. The Swedes have
allowed U.S., UK. and German agencies to
question suspects held in Sweden,™ and have
cooperated in the rendition of two asylum
applicants from Sweden to Egypt by U.S.
agents. Evidence shows that these individuals
were tortured in Egypt. One was subsequently
released and one was sentenced to 25 years
imprisonment by a military court that did not
meet international standards for fair trial.

While in a few cases, Western liberal govern-

ments or agencies have protested the kidnap-
ping or rendition of their nationals by U.S.
agents, the protests have not affected diplomat-
ic relations. In the case of Maher Arar, the
Canadian government asked the U.S. govern-
ment a number of times for his return, and
were told it was Canadian agencies which
had flagged him to the U.S. as a suspect in the
first place. In Italy, police are investigating
allegations that U.S. intelligence agents kid-
napped an Islamic militant in Milan and
transported him in an American plane to
Egypt, where he was tortured. Italian prose-
cutors were angry about his disappearance
since they had been preparing to prosecute
him in Milan.”" But there has been no cooling
of Italian-U.S. relations over the incident. In
Germany, the government is investigating
allegations that a German car salesman from
the town of Ulm, traveling to Macedonia for
a New Year’s holiday was seized by
Macedonian police at the border, held incom-
municado for weeks without charge, then
beaten, stripped, and flown to a jail in
Afghanistan controlled by U.S. agents, where
he was held and tortured for five months
before being dumped in Albania.** Although
German officials said they believed the man
was innocent, no official protest had been
lodged as of January 2005.

Meanwhile, as described earlier there is evi-
dence that the agencies of some Western liber-
al countries have actively cooperated with
C.I.A. agents and security agencies in countries
like Egypt and Tunisia, arranging for suspects
to be picked up and interrogated or detained
abroad by those agencies, and then sharing in
the fruits of the interrogations.

Finally, it is clear that the governments of
Austria, Canada, Germany, Sweden, Turkey,
and the U.K. have themselves sought to deport
terrorist suspects to countries where torture is a
widespread or systemic problem, including
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Egypt, Russia, the Philippines, Russia, Sri
Lanka, Syria and Uzbekistan.*

h) New License for Brutal Regimes

At the same time, regimes whose human rights
abuses have, in the past, elicited sharp criticism
from Western liberal governments are now
being tolerated, supported and even bolstered
by those governments.

Since it launched its military campaign in
Chechnya, Russia’s leaders have characterized
the armed conflict there as counter terrorism,
glossing over the political aspects of it. But
world leaders were critical of the gross human
rights abuses of the Russian operation, which
have included the indiscriminate bombing of
civilian populations, village massacres, disap-
pearances, mass arbitrary detentions, and tor-
ture. Weeks after the 9/11 attacks, however,
democratic leaders like German Chancellor
Gerhard Schroeder and Italy’s Prime Minister
Silvio Berlusconi were saying that they would
have to judge Russian operations in Chechnya
differently.”

In Egypt governments have ruled under an
emergency law continously since 1981 and
have routinely used their authority under the
law to “arrest people at will and detain them
without trial for prolonged periods, refer civil-
ians to military or exceptional state security
courts, and prohibit strikes, demonstrations,
and public meetings”. On the extension of the
law in February 2003, a U.S. State Department
spokesperson stated that the United States
“under[stood] and appreciate[d] the Egyptian
government’s commitment to combat terrorism
and maintain stability’*

In Georgia, where operations against Chechen
rebels in the Pankisi Gorge have been brutal,
involving extrajudicial execution, disappear-
ances, arbitrary detention, and discrimination
on the basis of racial and ethnic identity, the

U.S. has established a $64 million “Train and
Equip” program “to strengthen Georgia’s
counter-terrorism capability”. At least six U.S.
military personnel were present in Georgia as
of October 2002 to provide training.”* TIME
magazine has reported that Georgian opera-
tives have “disappeared” and killed suspects
based on “real-time intelligence” provided by
the U.S. Georgian officials have also admitted
to the secret and extralegal rendition of indi-
viduals into U.S. custody.*”

In Indonesia, the U.S. has renewed its links
with the Indonesian military, which had been
cut after the violence orchestrated by that mili-
tary in East Timor in 1999. After September 11,
2001, the U.S. military training program was
reinstated and a new $50 million program
announced to assist Indonesian security forces
in their counter terrorism efforts. In December
2002, a Kuwaiti citizen married to an
Indonesian woman was arrested “and handed
over to the U.S. authorities as part of an intelli-
gence operation involving Indonesia’s intelli-
gence service and the C.ILA”.>*

In Malaysia, nearly 100 men have been held
for alleged links to terrorist groups under the
country’s draconian Internal Security Act (ISA)
— some for more than 3 years.” Prior to 9/11,
the U.S. government had been extremely criti-
cal of the Malaysian government’s detentions
of opponents under the ISA and relations
between the two countries were strained.**
Since then, U.S. officials have praised the
detentions** and President Bush has referred to
the country as a “beacon of stability”.** The
U.S. has helped Malaysia to set up the
Southeast Asia Regional Center for
Counterterrorism and provided training there
for Malaysian government officials.’* “The
Malaysian government regularly shares intelli-
gence information with the U.S. government,
and has offered the U.S. access to detainees in
Malaysia. When the U.S. interrogated thirteen
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Malaysian students detained without trial in
Karachi, Pakistan, in September 2003, the
Malaysian government remained silent rather
than protest the detentions.”*When the thir-
teen returned to Malaysia, the government
detained them.** Detainees who have refused to
cooperate with security officials in Malaysia
have been told that they could be transferred to
U.S. custody in Guantanamo Bay, Cuba.**

Former British ambassador to Uzbekistan,
Craig Murray, has claimed that U.S. agents
sent detainees from Afghanistan to that country
to be interrogated using torture. Murray was
removed from his post after sending a memo to
the British Foreign Minister in which he
reported that the C.I.A. station chief in
Tashkent had “readily acknowledged torture
was deployed [in Uzbekistan] in obtaining
intelligence [from U.S. suspects]”. * In
Uzbekistan, Murray has stated, the “partial
boiling of a hand or an arm is quite common [in
interrogation]™* “I have seen post mortem
photos of a corpse. These show that the person
was boiled to death.”*

In Latin America, the U.S. has intensified its
support of the Colombian military in order to
help it win a four decade old war against the
leftist Revolutionary Army Forces of Colombia
(FARC) and the National Liberation Army
(ELN).* The head of the U.S. Southern
Command told a Congressional panel in March
2004 that Washington “must take comprehen-
sive measures in our region to combat terror-
ism” including, he said, strengthening Latin
American militaries. He also suggested that
Latin American countries should be encour-
aged to break down legal barriers between
civilian policing, intelligence functions, and
military functions.”' Latin American militaries,
in the past, have been responsible for some of
the worst human rights abuses in the region.

Brutal or repressive regimes have been quick to

point to the current practices of the U.S. to jus-
tify their own practices. The Liberian govern-
ment claimed that an editor of one of Liberia’s
independent newspapers whom it had arrested
could be held incommunicado and tried before
a military court since he was an “illegal com-
batant” involved an Islamic fundamentalist
war.352 Egypt’s President Mbarak has said
“There is no doubt that the events of September
11 created a new concept of democracy that
differs from the concept that Western states
defended before these events, especially with
regard to freedom of the individual.” The U.S.
decision to authorize the use of military tri-
bunals in its “war on terror”, he said, “proves
that we were right from the beginning in using

all means, including military tribunals.”

THE ILLUSION OF SECURITY

Myth #9: These
make us safer.

initiatives

The global surveillance initiatives that govern-
ments have embarked upon do not make us
more secure. They create only the illusion of
security.

Sifting through an ocean of information with a

net of bias and faulty logic, they yield outra-
geous numbers of false positives — and false
negatives. The dragnet approach might make
the public feel that something is being done,
but the dragnet is easily circumvented by deter-
mined terrorists who are either not known to
authorities, or who use identity theft to evade
them.

For the statistically large number of people that
will be wrongly identified or wrongly assessed
as a risk under the system, the consequences
can be dire.

At the same time, the democratic institutions
and protections, which would be the safeguards
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of individuals’ personal security, are being
weakened. And national sovereignty and the
ability of national governments to protect citi-
zens against the actions of other states (when
they are willing) are being compromised as
security functions become more and more
deeply integrated.

The global surveillance dragnet diverts crucial
resources and efforts away from the kind of
investments that would make people safer.
What is required is good information about
specific threats, not crude racial profiling and
useless information on the nearly 100 percent
of the population that poses no threat whatso-
ever.

Good information about specific threats is usu-
ally obtained through human, not technological
intelligence, by agents capable of infiltrating
the circles where these threats exist. As securi-
ty experts admitted in the aftermath of 9/11,
these were the kind of critical resources that
were lacking in U.S. security agencies at that
time. There was a dearth of agents who pos-
sessed the background and languages relevant
to the threat and a dearth of agents on the
ground collecting human intelligence. Even
translators were lacking. The Al Qaeda mes-
sages that were reportedly intercepted by the
National Security Agency on September 10,
2001 (“Tomorrow is zero hour”, “The match is
about to begin”) were not translated until days
later. Three years after the attacks, more than
120,000 hours of recorded telephone calls had
yet to be translated by the F.B.1.>»

The global surveillance dragnet alienates the
very communities from whom intelligence
agencies need assistance, making it difficult to
get crucial tips from them and difficult to
recruit the law enforcement and intelligence
officers needed from their ranks. The racial
profiling that is endemic to the dragnet
approach harasses and targets these communi-

ties wholesale. Ronald Noble, the black
American who runs the 181-nation Interpol
agency, says he himself has been singled out
when travelling because of his looks:

“I perspire and I’m the head on an inter-
national law enforcement agency
...You have a lot of abuses that are
never, ever checked.”*

Global surveillance does nothing to address the
root causes of terrorism — for example, pover-
ty, dispossession, conflict, repressive govern-
ments and human rights abuses. The current
security agenda treats the symptom instead of
the disease. It proselytizes a skewed and nar-
row conception of human security, making ter-
rorism — which by any measurement poses far
less of a threat to human beings and to democ-
racy than any of the above-listed threats — the
preeminent focus.

In fact, the current security agenda exacerbates
global insecurity. Its unjust targeting and
stereotyping of Muslims, combined with the
West’s rhetoric about a clash of civilizations
and its collusion with repressive regimes — and
the brutal, lawless treatment meted out in the
global gulag — engender hatred against Western
countries and their partners, fomenting only
more fanatical opposition and terrorism.

Myth #10: Guaranteeing security
is the paramount responsibility
of governments.

There is a widely held public opinion that gov-
ernments should have known about and pre-
vented the 9/11 plot. In fact, the traditional sys-
tems of intelligence and law enforcement that
were in place at the time did yield information
about the likelihood of an attack on U.S. soil by
Muslim extremists using airplanes, and some
of the key players in the 9/11 attacks were
under investigation by the C.ILA. and F.B.L.
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before the events.” The Joint Inquiry into the
circumstances surrounding the 9/11 attacks
conducted by the U.S. Senate and House intel-
ligence committees reported that while the
intelligence community did not have informa-
tion on the “time, place and specific nature” of
the 9/11 attacks, it had “amassed a great deal of
valuable intelligence” that warned of the
attacks. The community’s failure, according
to the Joint Inquiry, was its inability

.... to discern the bigger picture... to
capitalize on both the individual and
collective significance of available
information...No one will ever know
what might have happened had more
connections been drawn between these
disparate pieces of information ...The
important point is that the Intelligence
Community, for a variety of reasons,
did not bring together and fully appre-
ciate a range of information that could
have greatly enhanced its chances of
uncovering and preventing Usama bin
Ladin’s plan to attack these United
States on September 11, 2001.>”

If U.S. agencies could not “see the forest for
the trees” when they had specific information
about a specific kind of threat and specific indi-
viduals, would it have helped them to have had
to sift through information on the lives of hun-
dreds of millions of people?

If there was failure in communication or analy-
sis on the part of U.S. security agencies, there
was also political failure on the part of the
White House. While the Bush Administration
refuses to reveal what it was briefed about and
when prior to the attacks , sources indicate that
it was briefed,”* and the record shows that it
took no steps to heighten security in appropri-
ate areas. Under Attorney General John
Ashcroft, the F.B.I.’s counter-terrorism pro-
gram faced pressures for funding cuts. Despite

the numerous intelligence warnings about the
importance of the Al Qaeda threat, the C.I.A.
unit focusing on bin Laden could not get the
funding it needed. Lieut. General Michael
Hayden, director of the National Security
Agency (NSA), said that he knew in 2001 that
the NSA needed to improve its coverage of Al
Qaeda but that he was unable to obtain the
resources for that effort.”

Neither bureaucratic failure nor the failure of
political leadership would have been improved
in any way by mass surveillance of the whole
population. The 9/11 experience, itself, shows
that authorities had enough trouble appreciat-
ing the significance of the specific, relevant
information they did have. They did not need
the ocean of general, irrelevant information
they are now collecting, and very possibly they
would have drowned in it altogether.

Myth #11: At least, these initia-
tives are better than doing
nothing.

Careful examination shows that the global,
mass registration and surveillance initiatives
that have been described in this document are
not “better than doing nothing”. They divert
resources away from activities that would pro-
vide us with better security, they are not effec-
tive, and the harm they do to democracies,
individuals, the rule of law, and global securi-
ty is not proportional to their utility, or even to
the risk they are supposedly addressing.

It’s time to tell our governments that they are
on the wrong track, and to insist that they turn
back from this dangerous road they are lead-
ing us down.

RESISTING THE REGISTRATION
AND SURVEILLANCE AGENDA

The evidence and analysis in this report paints
an alarming picture of a world that is not only
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possible, but in the current political climate,
probable. And, once the infrastructure that has
been described is fully in place, it will be
extremely difficult to dismantle it. These kinds
of systems naturally accrete in the absence of
sustained resistance. Corporate interests,
advances in technology, function creep, and
governments’ need to prove that flawed sys-
tems only require more information in order to
work, ensure accretion. If left unchecked, we
could soon find ourselves living under regimes
of all-pervasive surveillance.

This is not a global conspiracy, though there
are certainly many agreements on the part of
governments to act on different initiatives and
a general intention among them to pursue the
mass surveillance of populations. Rather, the
surveillance agenda is fragmented across poli-
cy arenas and driven by a number of interests
in each country, which include, as described
earlier, domestic security, law enforcement,
international relations, economic, class, and
corporate interests.

To date, there has been relatively little resist-
ance to the security/surveillance agenda on the
part of civil society. The fragmentation of the
agenda across policy arenas may be one expla-
nation. However, the lack of resistance can also
be explained by the fact that the issues are tech-
nical and multi-faceted, and government mes-
saging about the need to provide security is
powerful. Most media reports fail to “connect
the dots” and paint the larger picture that would
alert the public to what is going on. Measures
are often presented as logical improvements on
existing policing methods and, therefore, rela-
tively benign. The critical decision-making that
is being done by governments is regularly
shielded from democratic scrutiny and public
debate.

The development of global infrastructure sur-
veillance for mass registration and surveil-

lance, however, is by no means inevitable. This
report is intended to serve as a wake-up call,
and to inspire resistance and activism. To
understand the world is to change it: all-perva-
sive surveillance can only become a reality if
apathy and acquiescence prevail over concerns
for human rights, civil liberties, and democrat-
ic standards. If and when public outrage reach-
es a critical mass, the initiatives and trends
described in this report will be slowed and then
stopped. This, however, cannot happen without
widespread public awareness. Without public
activism, we are in danger, as the U.K Privacy
Commissioner has said, of “sleep-walking into
surveillance societ[ies]”.*

1. Pockets of Resistance
There are already pockets of resistance.
a) NGOs

Pressure from the Global Internet Liberty
Campaign (“GILC”) and others secured
amendments to the draft Council of Europe
Convention on Cybercrime and the deletion of
its clauses on mandatory data retention; the
GLIC continues to campaign on a host of
issues.* The E.U. proposal for a binding
Framework Decision on data retention was
exposed by the E.U. group, Statewatch, in
2002 and a campaign from the European
Digital Rights Initiative (“EDRi1”) saw the pro-
posal removed from the E.U. agenda, if only
temporarily. ** The resurrection of the
Framework Decision in 2004, in the wake of
the Madrid bombings in March 2004, saw the
U.K. group, Privacy International (“PI”), join
EDRIi in the campaign against a cross-Europe
data retention regime, obtaining a compelling
opinion from a London-based law firm which
detailed how the proposal violated European
human rights laws. PI also took the lead in
crafting and circulating a joint statement call-
ing on the European Commission to abandon
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the proposal. ** Those signing the statement
ultimately included 80 European telecommuni-
cations companies and over 90 NGOs repre-
senting almost two dozen nations in Europe
and elsewhere around the globe, though the
proposal remains firmly on the table at the time
of writing.**

There is also a developing campaign against
the global surveillance of movement. PI, along
with the American Civil Liberties Union
(ACLU), Statewatch, EDRi and the Institute
for Public Policy Research, for example, have
been working together to oppose PNR sharing.
They have written an open letter to ICAO and
produced a detailed report on E.U.-U.S. nego-
tiations for the transfer of European PNR.*
The TransAtlantic Consumer Dialogue, a coali-
tion of more than 60 consumer organizations in
the U.S and Europe have passed a resolution
calling on the E.U. and U.S. governments to
suspend the sharing of PNR data until much
stronger privacy safeguards are adopted.

There has also been growing resistance in
national campaigns around the world to the
proposed introduction of national ID cards,
mandatory fingerprinting and biometric ID
systems.**

The International Commission of Jurists and
others have called on the U.N. to establish a
mechanism within the U.N. system to monitor
the effect of anti terrorism measures on human
rights.’”

Given that the U.S. is the catalyst and driver of
the new security agenda around the world,
resistance within the United States will be criti-
cal to stopping the agenda. Encouragingly, the
U.S. is home to some of the most popular and
successful resistance. The ACLU and other non-
governmental organizations enjoy wide support
in the U.S. in their work against domestic poli-
cies and they are fighting on many fronts. The
ACLU, for example, has started a campaign

calling on consumers to pressure corporations
regarding the protection of personal informa-
tion.** It has also mounted sustained opposition
to the Total Information Awareness program and
successor programs in the U.S:¢ It has been
fighting MATRIX,™ CAPPS II'" and working to
discover how the U.S. government’s secret
watch lists operate.” It has researched and
exposed government and private sector syner-
gies in the area of surveillance.”

b) Democratic Institutions

Although, to date, much of the resistance and
analysis has come from NGOs with mandates
dedicated to privacy and civil liberties, their
concerns are beginning to reverberate in demo-
cratic institutions.

Data Protection and Privacy Commissioners,
for example, have protested incursions made
by the “war on terror” on privacy protections
en bloc, attempting to alert the rest of society to
the broader dangers ahead, once privacy is vio-
lated. E.U. Data Protection Commissioners
have opposed successive E.U. proposals and
agreements on data retention, on the exchange
of passenger data with the U.S., and on the cre-
ation of a biometric population database. At the
International Conference of Data Protection
and Privacy Commissioners in Australia, in
September 2003, participants warned that the
“war on terror” is in “danger of undermining
democracy and freedom by measures designed
to defend it”.”* More recently, the Czech Data
Protection Officer reminded the public that:

“Privacy is one of the basic values of
human life and personal data is the
main gateway enabling entry into it.
The citizens of countries that experi-
enced a period of totalitarian regimes
have that hard experience — when pri-
vacy was not considered of value and
was sacrificed to the interest of the
state” "

51



THE EMERGENCE OF A GLOBAL INFRASTRUCTURE FOR MASS REGISTRATION AND SURVEILLANCE

Concerns about the surveillance agenda are
also filtering into democratic bodies. Multi
party committees in houses of government
around the world are taking a critical view of
the measures that are being brought before
them, and often acting to defeat or at least
delay implementation. In Canada, the Public
Safety Act was tabled three times with amend-
ments before being passed. In the U.S. there
has been greater scrutiny by Congress of legis-
lation augmenting the USA_PATRIOT ACT
(known as PATRIOT ACT 11) than there was of
the original act. As mentioned earlier in this
report, the U.S. General Accounting Office has
produced reports that have detailed and criti-
cized CAPPS II and the data mining projects of
the U.S. government.” The CAPPS II report
led to the withdrawal of the program. The
Office of the Inspector General has produced a
report that criticized government treatment of
detainees held on immigration charges.”” In the
U.K., there was outspoken opposition in the
House of Commons from members of all par-
ties about the proposal to introduce a U.K.
national ID card. In Europe, as described earli-
er, the European Parliament has vigorously
objected to the deal struck by the E.U.
Commission to share E.U. PNR with the U.S.

In a few cases, governments themselves have
acted to protest or roll back laws. In the U.S.,
more than 370 local authorities in 41 states have
passed resolutions opposing parts of the USA4
PATRIOT ACT.* Brazil has imposed the same
fingerprinting on American travelers at its bor-
ders that the U.S. imposes on Brazilian citizens
under the U.S.-VISIT program. The new gov-
ernment in India has repealed India’s Prevention
of Terrorism Act (POTA), adopted in haste in
December 2001. Citing the fact that POTA had
been used to justify gross human rights viola-
tions, particularly against Muslims from
Kashmir and Gujurat, the new government said
it would continue to combat terrorism but with
laws existing before September 2001.°”

Some governments have taken action under
political pressure. After sustained public pres-
sure and criticism from the mainstream media,
the Canadian government agreed to hold a pub-
lic inquiry into Canada’s role in Maher Arar’s
rendition from the U.S. to Syria. However,
government authorities are doing their best to
limit scrutiny of their actions, as American and
British officials also have in the various
inquiries into intelligence on Iraq, the handling
of intelligence leading up to September 11, and
the death of British scientist, Dr. David Kelly.

c) Courts

The courts in a number of countries have struck
down or ruled against a number of antiterror-
1Sm measures.

The House of Lords recently ruled (7 to 1) that
the detention of foreigners without charge tak-
ing place under the U.K. Anti-Terrorism Act
were discriminatory and violated European
human rights standards against arbitrary deten-
tion and discrimination.® Lord Nichols of
Birkenhead wrote that “[i]ndefinite imprison-
ment without charge or trial is anathema in any
country which observes the rule of law.”* Lord
Hoffman rejected the government’s contention
that a derogation from the prohibition on arbi-
trary detention was justified on the basis of a
“threat to the life of the nation”. “Terrorist vio-
lence”, he wrote, “serious as it is, does not
threaten our institutions of government or our
existence as a civil community... The real
threat to the life of the nation, in the sense of a
people living in accordance with its traditional
laws and political values, comes not from ter-
rorism but from [draconian] laws.”*

In Rasul v. Bush, the U.S. Supreme Court held
importantly that “the federal courts have juris-
diction to determine the legality of the
Executive’s potentially indefinite detention of
individuals who claim to be wholly innocent
wrongdoing.”* In Hamdi v. Rumsfeld the
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Supreme Court wrote, “a state of war is not a
blank check for the President when it comes to
the rights of the Nation’s citizens”. The court
majority held that Hamdi, a U.S. citizen
allegedly captured on the battlefield in
Afghanistan, and held incommunicado for
more than two years on various military brigs
without charges and trial, had a right to know
the factual basis for his “enemy combatant”
classification, and to rebut these assertions of
fact before a neutral decision-maker. In
Rumsfeld v. Padilla, a petition for habeas cor-
pus made by a U.S. citizen arrested and
detained in the U.S. was dismissed by the
Supreme Court on the basis that it had been
filed in the wrong court. In the new claim, the
Federal District Court ruled in March 2005 that

“the president has no power, neither
express nor implied, neither constitu-
tional nor statutory, to hold petitioner as
an enemy combatant’*

A recent District Court decision has also
found that the special trials established by the
government following the Supreme Court’s
decision in Rasul v. Bush and Hamdi v.
Runsfeld, to determine the guilt or innocence
of detainees in Guantanomo Bay, were
unlawful and could not continue in their cur-
rent form since the detainees may be “prison-
ers of war” and therefore entitled to a higher
standard of justice under the Geneva
Conventions.* Finally, in Doe and ACLU v.
Ashcroft et al., the Federal District Court
struck down a provision in the USA PATRIOT
ACT that gave the government unchecked
authority to issue “National Security Letters
to obtain sensitive customer records from
Internet service providers and other business-
es without judicial oversight. The court also
found a broad ‘gag’ clause in the provision to
be an unconstitutional ‘prior restraint’ on free
speech, saying ‘democracy abhors undue
secrecy’”.

Courts in other countries have similarly struck
down anti terrorism laws passed since
September 11, 2001.*" In Indonesia, a top court
has ruled that that the tough anti terrorism law
No. 16 used to convict the Bali bombers was
unconstitutional.’® In Austria, the Federal
Constitutional Court has held that a statute
compelling  telecommunication  service
providers to implement wiretapping measures
at their own expense is unconstitutional.**’
Finally, in Germany, the Constitutional Court
recently declared portions of a law for telecom-
munication interception unconstitutional
because it violated the communications secre-
cy guaranteed in art. 10 of the German consti-
tution. This ruling may have implications for
data retention in Germany.”

2. The Future is in Our Hands

The Universal Declaration of Human Rights is
one of the seminal documents of the post
World War II order, enshrining a collective
commitment to a new world in which the dig-
nity of all persons was to respected and
acknowledged as the inalienable birthright of
mankind. Its contents have been incorporated
into constitutions and treaties around the
world, becoming in the process, international
customary law.

But if the Universal Declaration ushered in an
age of human rights, the disregard that govern-
ments around the world are now showing for
its principles may be the ominous portent of
that age’s demise. Certainly, its rights-based
protections for individuals are the antithesis of
the current risk-based paradigm which govern-
ments are now espousing.

This report has identified infringements of no
less than half of the minimum standards con-
tained in the Declaration. In addition to the
right to privacy (art. 12), these include the ban
on racial discrimination (art. 2), the right to lib-
erty and security of person (art. 3), the prohibi-
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tion of torture, inhumane and degrading treat-
ment (art. 5), the right to recognition and equal-
ity before the law (arts. 6 and 7), the right to an
effective legal remedy (art. 8), the prohibition
on arbitrary arrest, detention or exile (art. 9),
the right to a fair and public hearing by an inde-
pendent and impartial tribunal (art. 10), the
presumption of innocence (art. 11), the right to
freedom of movement (art. 13), the right to
freedom of thought, conscience and religion
(art. 18), freedom of expression (art. 19), free-
dom of peaceful assembly and association (art.
20), and the entitlement to a social and interna-
tional order in which rights and freedoms can
be fully realized (art. 28).

If human rights and civil liberties are to survive
into the 2Ist century, there must be a sea
change in political and popular culture. The
resistance that has occurred to date is not
enough. Groups and individuals across the
whole spectrum of civil society must play a
part. The future is in all of our hands.
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